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In today’s busy world, it is often difficult to stay informed about all of the important issues 
that affect our country. News media, social networking, and information from a multitude of 
other sources is constantly flowing and updating every second, but solid facts and analysis of 
many important issues and events connected to vital American interests are often overlooked. 
The goal of this publication, the Strategic Informer, is to provide brief but detailed analysis of 
current issues pertaining to intelligence, law enforcement, national security, and international 
affairs. Our mission is two-fold; first, we seek to provide a clear understanding of the facts 
and importance of particular issues in brief, easy-to-read articles that will be valuable to busy 
professionals, students, or any person who wants to stay well informed about current issues 
without having to spend time reading through pages of information to identify what they want 
to know. The second part of our mission is to show how a multitude of topics interconnect 
and must each be taken into account when discussing strategic strategies to protect American 
interests. This inaugural edition of the Strategic Informer represents our purpose and mission 
very well; it includes articles from distinguished faculty members who are experts in their 
respective fields as well as articles written by students who come from a variety of backgrounds 
and majors. Each author has focused on a different topic, including terrorism, law enforcement, 
economics, and cyber-espionage, yet each of these issues plays an important role in American 
national security and international affairs and each writer has stayed true to the goal of writing 
to strategically inform. Every writer and editor for the Strategic Informer put a tremendous 
amount of effort into researching their topic and writing their articles so that only the most 
relevant and accurate information is presented to the reader. Our hope is that you will find this 
publication both interesting and practical, a tribute to all of the hard work done to ensure that 
you stay strategically informed.

Throughout this inaugural edition of Strategic Informer, each article is interwoven with the 
others, from law enforcement to technology.  Applications of strategic intelligence in local law 
enforcements become relevant if applied directly to the threat of agroterrorism, the handling 
of which may be carried out by private contracting companies. The third world debt crisis 
is shown to drive contributing factors to the development of terrorist organizations, with a 
Colombian terrorist group as a case study pertaining to the potential imminent risk of attack 
upon the United States. Finally, the nature of technology and the potential for its exploitation 
for intelligence can apply to any of the other articles contained herein. While each article could 
be taken as a standalone analysis, we in the Strategic Intelligence Society encourage you to 
seek the unifying, interwoven threads of commonality between them buried just beneath the 
surface.  We recognize that the world of intelligence is complex and overwhelming at times, 
yet we have taken the challenge of understanding it and now present our findings to you, the 
American reader.  Our desire is for you to likewise increase your understanding of these matters 
and perhaps find them relevant in your own life as you navigate the chaotic world of informa-
tion and intelligence.
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local levels, State Fusion Centers and Joint Terrorism 
Liaisons help bridge gaps in intergovernmental 
intelligence sharing capabilities. Notwithstanding 
this functional bridge between the gaps of federal, 
state, and local government intelligence sharing, 
local law enforcement has a pressing need to develop 
strategic intelligence strategies. After exploring the 
basic construction of strategic intelligence in the 
law enforcement community, one will notice areas 
in which strategic intelligence could be tactically 
applied. Upon gaining a basic understanding of 
underdeveloped applications of strategic intelligence 
on the local level, new research, writing, analysis, 
and discussion must be conducted to maximize  
this potential. 
 Intelligence and analysis are woven together in 
a complex system of problem solving which begins 
with data collection and its dissection, evaluation, 
and interpretation, in order to calculate threats, risks, 
patterns, and opportunities. Strategic intelligence is 
a specific form of research and analysis that allows 
organizations to assess and describe threats, risks, 
and opportunities in such a manner that helps 
shape or determine programs.4 Strategic intelligence 
answers the question, “What can we do about it at 
a practical level?”5 It is essential to recognize that in 
the context of local enforcement agencies, strategic 
intelligence is a function of program and policy 
decisions spanning a broad range of time. Strategic 
intelligence, in the context of enforcement, seems 
to complement operational (tactical) intelligence. 
Whereas operational intelligence is concerned with 
day-to-day activities and specific individual targets, 
strategic intelligence continues from that point toward 
the identification of crime trends affecting the law 
enforcement community, both locally and as a whole. 
Strategic intelligence is a powerful management tool 
for police practitioners. An expert on the subject aptly 
states that, “…unless management is committed to 
acquiring strategic insights into problem solving, 
there is little likelihood of real change driven by 
analysts themselves doing strategic research.”6  

4  McDowell, Don. Strategic Intelligence: A Handbook for Practitioners, 
Managers, and Users. (Lantham: Scarecrow Press, 2008), 5.

5  Ibid, 5.

6  Ibid, 7.

 Certainly, the incorporation of tactical, 
operational, and strategic intelligence into local 
applications in the form of intelligence-led policing 
(ILP) is not new to the law enforcement community. 
The Bureau of Justice Assistance sponsored research 
entitled Intelligence–Led Policing: The New 
Intelligence Architecture from as early as 2005.7  An 
effective argument could be made that applications of 
operational/tactical and strategic intelligence are not 
mutually exclusive; rather, they overlap at their fringes. 
A logical starting point from which to capitalize on 
the intersection of local law enforcement, operational 
intelligence, and strategic intelligence is found in the 
implementation of Community Oriented Policing 
and Problem Solving (COPPS) and CompStat.  
 The U.S. Department of Justice Community 
Oriented Policing Services (USDOJCOPS) 
describes three key components to community 
policing: community partnerships, organizational 
transformation, and problem solving.8 Those in 
law enforcement recognize the problem-solving 
component in the acronym “SARA”: scanning, 
analysis, response, and assessment.  Those in academia 
can relate this type of model to learning organizations, 
double loop learning, and the work of Argyris and 
Schon9 and Senge.10 According to USDOJCOPS, 
Community Policing and Problem Solving (COPPS) is 
a philosophy that “promotes organizational strategies, 
which support the systematic use of partnerships and 
problem solving techniques, to proactively address 
the immediate conditions that give rise to public 
safety issues such as crime, social disorder, and fear 
of crime.”11  Although this DOJ definition concerns 
itself with immediate conditions, the three key 
components of community policing suggests more of 
an overarching, long-range objective. Paradigm shifts  
 

7  Intelligence – Led Policing: The New Intelligence Architecture. United 
State Department of Justice, Office of Justice Programs, Bureau of 
Justice Assistance, 2005. https://www.ncjrs.gov/pdffiles1/bja/210681.pdf, 
(accessed 25 April 2012).

8  Community Policing Defined. United States Department of Justice, Com-
munity Oriented Policing Services. http://www.cops.usdoj.gov/Default.
asp?Item=36, (accessed 25 April 2012).

9  Argyris, Chris and Donald Schon. Organizational Learning: A Theory of 
Action Perspective. (Reading, MA: Addison-Wesley, 1978).

10  Senge, Peter M. The Fifth Discipline: The Art and Practice of the Learn-
ing Organization. (New York: Doubleday Currency, 1990).

11  Community Policing Defined.

Strategic intelligence 
in Local applications:
Evidences and Opportunities

There is no denying the interrelatedness of federal, 
state, and local governments with respect to the war on 
terror. Strategic intelligence is interwoven in the process 
of this war, and there are certainly optimized practices 
and lessons learned from strategic intelligence that can 
be applied to the accomplishment of the organizational 
missions of local criminal justice agencies. There are 
several evidences of the strategic intelligence function in 
local criminal justice agencies that are pivotal to discuss. 
However, many agencies may not be using strategic 
intelligence to its fullest potential and capability. 

 In 1997, Virginia Beach Police officers served a 
search warrant for an apartment complex across the 
street from Joint Expeditionary Base Little Creek – 
Fort Story. Several AK-47s, as well as photographs of 
the base’s fence line and gate guard area were located in 
the search.1  Again in 1997, Charles Deans and Mark 
Elliott robbed more than 20 businesses in numerous 
cities in the Hampton Roads region of Virginia.2 In 
an unrelated matter, Mohammed Atta and Marwin 
Al-Shehhi travelled to Virginia Beach, Va., on Feb. 19, 
2001.3 They rented a mailbox in Virginia Beach and 
cashed a check, and then in April 2001, they returned 
to Virginia Beach to close the mailbox they had rented.  
In 2007, a gentleman walked into a Virginia Beach 
Police Precinct to complain about being harassed by 
police officers. During his statement, he mentioned 
that he is from Iraq, that he could be considered a 
radical Muslim, and that he knew the Constitution 
of the United States better than most U.S. citizens. 
More chilling was his statement that he used the 
Constitution to his (radical) benefit.  Since the war 
on terror began, Westboro Baptist Church has staged 
several demonstrations in the City of Virginia Beach  
 

1  (self, author testimony)

2  Commonwealth of Virginia v. Charles Deans, Jr., http://wasdmz2.courts.
state.va.us/CJISWeb/circuit.html. Search Virginia Beach Circuit; input 
Court Case Number CR97004281-00 (Filed 1997). 

3  The 9/11 Commission Report. National Commission on Terrorist At-
tacks Upon the United States. 2004. http://govinfo.library.unt.edu/911/
report/911Report.pdf, (accessed 25 April 2012).

Dr. Joel M. Cox,
Assistant Professor, Helms School of Government

in order to protest soldiers who have died in the 
war on terror. In 2011, four groups of burglars were 
responsible for more than 60 burglaries per month 
in a burglary spree in just one zone of a single police 
precinct. From 1997 to 2011, the City of Virginia 
Beach experienced well more than 200 homicides, 
9,000 robberies, 1,200 rapes, 25,000 burglaries, 
9,000 auto thefts, and 150,000 larcenies. This is just 
an example of one city in the United States over a 
narrow span of time.
 While it may seem that the previous paragraph 
is disjointed and lacking in theme or unifying 
connection, it is, in fact, what transpired beyond the 
words which give it relevance. In a mere 286 words, 
many criminal justice agencies are represented behind 
the scenes: 

	 •	Virginia	Beach	PD	 •	Chesapeake	PD
	 •	Norfolk	PD		 •	Portsmouth	PD
	 •	FBI	 	 •	Joint	Terrorism	Task	Force

Many others, including the Virginia State Police and 
NCIS could also be noted for their added support 
from the VCIN and LINX databases.  Moreover, the 
various personnel assigned to tasks that directly act on 
the incidents above or support those who are acting 
on those incidents would be well beyond the scope 
of this article. The same agencies, along with their 
subsidiaries and employees, during the time span 
above had a vast amount of information available 
to them from both the open source arena as well as 
secure databases.   
 There are various types of intelligence, two 
of which are commonly employed in local law 
enforcement.  Operational intelligence applies to the 
routine, everyday workings of the jurisdiction, while 
tactical intelligence is more situation-specific; their 
applications are often specialized and divided between 
the duties of regular officers and those of SWAT teams.  
While local criminal justice organizations are familiar 
with operational and tactical levels of intelligence, 
when the term strategic intelligence is mentioned, one 
can easily draw the lines between Atta and Al-Shehhi 
and the use of intelligence. The hosts of agencies that 
support the intelligence function on the national 
level commonly come to mind.  On the state and 

https://www.ncjrs.gov/pdffiles1/bja/210681.pdf
http://www.cops.usdoj.gov/Default.asp?Item=36
http://www.cops.usdoj.gov/Default.asp?Item=36
http://wasdmz2.courts.state.va.us/CJISWeb/circuit.html
http://wasdmz2.courts.state.va.us/CJISWeb/circuit.html
http://govinfo.library.unt.edu/911/report/911Report.pdf
http://govinfo.library.unt.edu/911/report/911Report.pdf
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§	If so, have optimized practices been 
discovered and developed?

§	Are strategic intelligence functions being 
integrated with CompStat to their full 
potential? 

§	For agencies not currently incorporating 
strategic intelligence into their CompStat 
process, how could they most effectively 
synthesize the two concepts?       

 The International Association of Law Enforcement 
Intelligence Analysts (IALEIA) and the United States 
Department of Justice produced a booklet entitled 
Law Enforcement Analytic Standards 2012, which 
clarifies some of the intelligence sources. For law 
enforcement organizations which may not be well-
versed in intelligence and its processes, the IALEIA 
and the DOJ note the following sources or areas  
of analysis:14

	 •	bank,	business,	and	telephone	records
	 •	activity,	commodity,	and	event	flows
	 •	associations	 	•	source	and	application	of	funds
	 •	net	worth	 	•	vulnerability
	 •	organization	 	•	statistics
	 •	conversation			•	geography
	 •	visuals	 	•	investigations
	 •	time	series	 	•	frequency	distribution
	 •	crime	pattern		•	threat	warnings

 One must ask what other methods could be 
added to bolster the strategic intelligence ability of 
local law enforcement agencies, as well as how these 
methods could be used in Community Policing and 
Problem Solving  (COPPS). How these methods 
could be used in the CompStat process is yet another 
area to explore. A final pair of considerations is asking 
which other local law enforcement areas could find 
strategic intelligence to be useful, and what training is 
needed for analysts and decision makers alike in order  
 
 

14  Law Enforcement Analytic Standards. United States Department of 
Justice and the International Association of Law Enforcement Intelligence 
Analysts. 2012. it.ojp.gov/documents/law_enforcement_analytic_stan-
dards.pdf, (accessed 25 April 2012).

to understand the place and applications of strategic  
intelligence on their levels. 
 Following the attacks of Sept. 11, 2001, federal, 
state, local law enforcement, and intelligence agencies  
found themselves bound together in a unified 
mission. Pathways for information sharing among 
the various agencies in all levels of government were 
formed as each agency began to work more closely 
with its peers. There has been ample demonstration 
of the evidence of and need for strategic intelligence 
implementation in local law enforcement agencies. 
The use of Community Policing and Problem Solving 
(COPPS) methods and CompStat show promise for 
the application of strategic intelligence. Professionals 
using COPPS and CompStat must ask whether or not 
they are using the strategic intelligence function to its 
fullest capacity; likewise, professionals not utilizing 
strategic intelligence to complement their COPPS 
or CompStat process should consider including 
this function in order to maximize their results.  All 
local law enforcement professionals should search 
within their own organizations for opportunities to 
use the strategic intelligence function to enhance 
their organizational mission fulfillment.   In doing 
so, they may discover the key to greater effectiveness 
in protecting and serving their jurisdictions and the 
United States as a whole.

in law enforcement organizations, within the realm of 
police and community relations, and the context of 
the social change needed in a community to address 
crime, social disorder, and fear of crime, are not 
immediate conditions. These shifts occur over time 
with sound, informed policy decisions.    
 Intelligence as a whole is problem solving that 
involves data gathering, analysis, interpretations, 
and a look forward to threats, risks, patterns, and 
opportunities. Strategic intelligence is a specific form 
of research and analysis that allows organizations to 
assess and describe threats, risks, and opportunities 
in such a manner as to help shape or determine 
programs and policies. Hence, the unified concept 
of community policing, intelligence, and strategic 
intelligence is a natural fit.  Yet, this logically invites 
several questions to explore:

§	For an individual agency using strategic 
intelligence, what can be done on a 
practical level to accomplish the mission 
of community policing?

§	Are there any evidences of strategic 
intelligence supporting community 
policing efforts?

§	If there are indeed evidences of Strategic 
intelligence supporting COP, have 
optimal practices been developed? 

§	Are strategic intelligence functions being 
applied to their maximum potential with 
respect to community policing? 

§	For agencies not currently integrating 
strategic intelligence into their community 
policing philosophies, how could the two 
concepts be blended most effectively?

These questions should provide a springboard of 
thought for future articles on applications of strategic 
intelligence in local-level criminal justice community 
policing programs. The interaction of intelligence 
work in support of community policing should 
not be discounted in gaining a greater capability to  
 

concentrate on solving problems by providing clarity 
on trends, changes, threats, and opportunities.  

CompStat is a tool familiar to most criminal 
justice practitioners. There are a growing number 
of local police departments employing CompStat to 
address crime in their jurisdictions.  There are four key 
CompStat principles: accurate and timely intelligence, 
effective tactics, rapid deployment of resources, and 
relentless follow-up and assessment.12  At first glance 
one might assess CompStat as more of a function of 
operational intelligence. However, upon participation 
in dozens of CompStat meetings and utilizing the 
CompStat process for patrol plan development, it 
is reasonable to affirm that the process encompasses 
the operational intelligence realm and the realm of 
police work which “assess and describe threats, risks, 
and opportunities in such a manner that helps shape 
or determine programs and policies.”13 The CompStat 
process looks at past crime data, future trend analysis, 
as well as present and future operational capacity to 
assist short- and long-term policy decisions on the 
deployment of resources.  For the practitioner, there 
is even an individual area commander responsibility 
component as well. The CompStat process has 
resulted in significant percentages of personnel 
deployment shifts over a considerable allotment of 
time. Additionally, through data-driven analysis, 
the utilization of CompStat has been responsible for 
significant policy changes in some departments.         

Again, it is noteworthy to consider that the 
CompStat process includes both components of 
operational intelligence and strategic intelligence. 
Furthermore, in the CompStat process there seem to 
be common threads connecting familiar terms such 
as evidenced-based policing as well as less familiar 
terms including strategic intelligence, operational 
intelligence, and Argyris, Schon, and Senge’s 
Learning Organizations. This again leads to questions  
of viability: 

§	Are there any evidences of strategic 
intelligence reinforcing CompStat?  

12  Karen Hess and Christine Orthmann. Introduction to Law Enforcement 
and Criminal Justice. (Clifton Park, NY: Cengage, 2009), 260.

13  McDowell, 5.
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In Broad Target Selection, there is collection 
of information by the terrorists on a large number 
of potential targets typically, through open source 
and general information collection. Stories from 
newspapers and other media are used as are Internet 
searches which provide pictures, blueprints, and 
video information.22  The number of preliminary 
targets that can be screened is limited only by the 
capabilities of the group to collect information from 
sympathizers and open sources.  The American Beef/
Cattle industry is a fairly quick target in the broad 
selection. “Beef. It’s What’s for Dinner,” proclaims the 
National Cattleman’s Beef Association, and American 
eating habits bear that out.  Government and industry 
figures estimate as many as 78 million meals including 
beef are served daily in the United States.23  

Targets that are considered vulnerable, and which 
would further the terrorist organization’s goals, are 
selected for the next step: Intelligence and Surveillance.  
In this step, the terrorists begin to eliminate possible 
successes and begin to focus on the most probable. 
This is one of the most important areas of information 
for attack site selection, since the intent is to bypass 
and avoid security measures. 

Agriculture has several characteristics that pose 
unique problems for managing the threat of terrorism. 
The disparate geographical distribution of unsecured 
agricultural production environments has generally 
received less attention than counter-terrorism and 
homeland security efforts.24  And yet, Americans still 
spent in excess of $175 billion at fast food restaurants 
in 2011, an increase of 3% from the previous year.25  If 
the livestock supply chain is disrupted, the impact on 
our society is mind boggling; not only would people 
not be able to purchase beef, but the cascading effects 
would be profound. Almost every employee within 
that $175 billion fast food industry would lose his  
 
22  A Military Guide to Terrorism in the Twenty-First Century, B-1.

23  Knickerbocker, Brad. “Mad Cow Weighs Down a $175 Billion Industry.” 
Christian Science Monitor. 05 January 2004. http://www.csmonitor.
com/2004/0105/p02s01-usgn.html, (accessed 11 March 2010).

24  Monke, Jim. Agroterrorism: Threats and Preparedness. CRS Report for 
Congress. 13 August 2004. http://digital.library.unt.edu/ark:/67531/meta-
crs5731/m1/1/high_res_d/RL32521_2004Aug13.pdf, (Accessed 11 March 
2010).

25  Jargon, Julie. “Wendy’s Stages a Palace Coup.” Wall Street Journal. 21 
December 2011. http://online.wsj.com/article/SB10001424052970203733
304577102972533796622.html, (accessed 11 March 2010).

or her job.  Shippers of beef would grind to a halt, 
meat packing plants would close, and suppliers of 
restaurant equipment and supplies would shut down.

With this intelligence, terrorists move to the 
next step: Specific Target Selection.  If the target is 
the American Beef/Cattle industry, where would 
one find lots of cattle? Naturally, the answer is in 
feedlots (pardon the pun).  How one would find 
out about feedlots merely requires a simple Google 
search of “feedlots and magazines” returns the result: 
www.FeedlotMagazine.com. Feedlot magazine tells a 
reader that it is a billion dollar industry (this serves 
to confirm the target selection) and that feedlots are 
concentrated in the Midwest. Another simple Google 
search of Midwest agricultural websites brings one 
to the Nebraska Department of Agriculture website, 
wherein there is a publication for Nebraska Cattle 
Feeders. The beef industry is the single largest in 
Nebraska, with over 1,940,000 cows in the state.26

This then advances planning to the next step: 
Pre-attack Surveillance and Planning.  Members of 
the actual operational cells would begin to appear 
during this phase.  Either trained intelligence and 
surveillance personnel or members of the terrorist cell 
trained for the operation usually conduct this phase. 
Consequently, the level of intelligence tradecraft and 
operational competency correspondingly increases. 
In this phase, terrorists gather information on the 
target’s current patterns over time, usually from days 
to weeks. It allows the attack team to confirm the 
information gathered from previous surveillance and 
reconnaissance activities. The areas of concern are 
essentially the same as in Phase II, but with greater 
focus based upon evaluating the planning conducted 
thus far.27  Using open source websites, specific targets 
were finalized, delivery methods were tested, and the 
type of weapon or attack was selected.

Because our enemies search for and use 
information that is available on the Web or from  
published sources, I will not provide details of the 
specific targets that were selected nor the criteria  
that were used to do so.  Likewise, I will not provide  
 
26  Nebraska Cattle Feeders Directory. Nebraska Department of Agriculture. 

http://www.agr.state.ne.us/cattle_feeders/index.html, (accessed 11 March 
2010).

27  A Military Guide to Terrorism in the Twenty-First Century, Appendix B.

 Consider the implications of a life without beef; 
no burgers, no tacos, no steaks. Now imagine all of 
the second order effects of life without any beef; no 
jobs for restaurant employees, no restaurants, no jobs 
for the industries that support restaurants, and no 
jobs for supermarket employees, or meat packers, or 
truckers… the list goes on and on.  The threat from 
terrorists on America’s livestock industry is real and 
yet most Americans do not even know it exists.  A 
simple Red Team exercise reveals the threat.

Red Teaming is the practice of viewing a problem 
from an adversary or competitor’s perspective, also 
known as alternative analysis. The goal of most Red 
Teams is to enhance decision making, either by 
specifying the adversary’s preferences and strategies or 
by simply acting as a devil’s advocate.15 Red Teaming 
serves many purposes, the greatest of which are 
exposing vulnerabilities and allowing for corrective 
action; ultimately it allows an organization to be 
proactive in deterring or defeating future threats. It 
is well known that terrorists follow a simple seven-
step planning cycle.  Walking through that planning 
cycle and using alternative analysis reveal the threat to 
America from agroterrorism. 

America is at war with terrorist enemies who are 
intent on attacking our homeland and destroying our 
way of life.16 As the national strategy to counter this 
threat has evolved over the past 23 years, the most  
 

15   Red Teaming definition. Glossary. RedTeamJournal.com, (accessed 11 
March 2010).

16  National Strategy for Homeland Security. (Homeland Security Council, 
October 2007), https://www.hsdl.org/?view&did=479633, (accessed 11 
March 2010), 1.

red teaming — agroterrorism
The Threat is Real - 
Can You Live Without Beef?
Dr. Stephen M. Parke
Associate Dean, Helms School of Government

glaring vulnerability which has not been protected or 
hardened is America’s agricultural industry. Aspirations 
of al-Qaeda have been revealed in clues recovered 
from abandoned safe houses and caves following 
their abandonment when U.S. troops invaded in 
the wake of the Sept. 11, 2001 attacks. In addition 
to the cell phones and other operational supplies 
there were thousands of documents and computer 
records. Included in this trove of information were 
Arabic translations of several hundred pages of 
U.S. agricultural documents.17  One should not be 
astonished that al-Qaeda or any other determined 
terrorist organization would be imaginative enough to 
contemplate ways of attacking U.S. food industries.  
Indeed, a relevant article reminds its readers, “The 
history of warfare is full of examples of burned crops, 
poisoned wells, and slaughtered herds.”18

Due to the nature of asymmetrical warfare, terrorists 
must carefully plan their operations to minimize risk 
and maximize their potential for success.  Therefore, 
they must capitalize on their opponents’ weaknesses 
and circumvent their strengths.19 To that end, 
terrorist cells extensively survey potential targets and 
meticulously plan out operations, focusing particularly 
on the intelligence gathered from reconnaissance.20 
The planning cycle is valid for traditional hierarchically 
organized groups, as well as the decentralized “network” 
type organizations.21 The typical stages of planning a 
terrorist operation are as follows:  

I. Broad Target Selection

II. Intelligence and Surveillance

III. Specific Target Selection

IV. Pre-attack Surveillance and Planning

V. Attack Rehearsal

VI. Actions on the Objective

VII. Escape and Exploitation

17  Peters, Katherine. “Officials Fear Terrorist Attack on U.S. Food Sup-
ply.” Government Executive. June 2003. http://www.govexec.com/
defense/2003/06/officials-fear-terrorist-attack-on-us-food-supply/14278/, 
(accessed 11 March 2010).

18  Ibid.

19  A Military Guide to Terrorism in the Twenty-First Century. 15 August 
2005,TRADOC DCSINT No. 1. http://www.hsdl.org/?view&did=457464, 
(accessed 11 March 2010), B-1.

20  Ibid.

21  Ibid.

The United States is exceedingly vulnerable to agricultural 
bioterrorism.  Abundant food supplies are taken for granted, 
and thus it is difficult for most Americans to imagine a 
world in which the availability of food radically changes.  
Yet a simple, unclassified, Red Team exercise reveals the 
real threat to our beef industry.  Steps can and must be 
taken to defend America against this threat.

http://www.csmonitor.com/2004/0105/p02s01-usgn.html
http://www.csmonitor.com/2004/0105/p02s01-usgn.html
http://digital.library.unt.edu/ark:/67531/metacrs5731/m1/1/high_res_d/RL32521_2004Aug13.pdf
http://digital.library.unt.edu/ark:/67531/metacrs5731/m1/1/high_res_d/RL32521_2004Aug13.pdf
http://online.wsj.com/article/SB
http://www.FeedlotMagazine.com
http://www.agr.state.ne.us/cattle_feeders/index.html
https://www.hsdl.org/?view&did=479633
http://www.govexec.com/defense/2003/06/officials-fear-terrorist-attack-on-us-food-supply/14278/
http://www.govexec.com/defense/2003/06/officials-fear-terrorist-attack-on-us-food-supply/14278/
http://www.hsdl.org/?view&did=457464
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conviction of Aafia Siddiqui. Siddiqui, a 36-year-old 
Pakistani woman, resided in the United States for 
more than a decade (from 1991 until June 2002), and 
earned degrees from the Massachusetts Institute of 
Technology (B.S. in Biology) and Brandeis University 
(Ph.D. in Cognitive Neuroscience). She subsequently 
returned to the United States a mere six months later 
on 25 December 2002, then departed again on Jan. 
2, 2003.41  A few years later, Afghanistan National 
Police (ANP) officers observed Siddiqui outside the 
governor’s compound in the country’s Ghanzi Province 
on July 17, 2008.42 Regarding her as suspicious, the 
ANP officers then questioned her and searched her 
handbag.43 Their search produced several documents 
on the creation of explosives, as well as other notes 
that discussed various ways to attack “enemies,” 
including the use of underwater bombs, and gliders.44 
Siddiqui also possessed a computer thumb drive 
that contained correspondence referring to specific 
“cells,” “attacks” by certain “cells,” and “enemies.”45 
Additionally, Siddiqui was in possession of sealed 
substances contained within bottles and glass jars.46 

Washington has enacted laws, but not enough 
has changed to decrease the likelihood or potential 
for this type of terrorist attack to take place on U.S. 
soil.   We do not need more government; we need 
more vigilance.   Local communities in livestock 
producing areas need to be educated about the 
threat, and local law enforcement needs to be alert 
to preparatory acts even though many of them may 
not be criminal in and of themselves.  However, for 
years, local law enforcement has trained to be on 
the lookout for preparatory acts for crimes such as a  
conspiracy to commit a bank robbery, and those very 
same preparatory acts are investigated even though  
they are not criminal in and of themselves. Feedlot  
 

41  “Aafia Siddiqui Indicted for Attempting to Kill United States Nationals in 
Afghanistan and Six Additional Charges.” DOJ Press Release. 02 Sep-
tember 2008. http://www.justice.gov/opa/pr/2008/September/08-nsd-765.
html. (Accessed 11 March 2010).

42  “Aafia Siddiqui Arrested for Attempting to Kill United States Officers in 
Afghanistan.” DOJ Press Release. 04 August 2008. http://www.justice.
gov/opa/pr/2008/August/08-nsd-687.html, (accessed 11 March 2010).

43  Ibid.

44  Ibid.

45  Ibid.

46  Ibid.

owners also need to appreciate the threat, and while 
still being innovative, they should be encouraged to 
update their websites so that items such as wind speed, 
humidity, and other weather conditions are not open 
source.  While such local information is important to 
shippers, it can easily be relayed to truckers without 
being made available to potential terrorists.  Feedlot 
owners with lots next to major interstate highways or 
other roadways should also consider using inexpensive 
methods such as snow fences (as seen in Wyoming and 
Colorado) to block surveillance and foreign objects.   
Finally, local communities and local law enforcement 
should report and respond to all suspicious activities. 
Only by remaining ever vigilant can we disrupt 
the terrorist planning cycle and thwart operations.  
While the threat to America’s livestock industry is 
real, there are opportunities to be proactive against 
the threat to protect and maintain our way of life.  It 
is in this way that the United States can continue to 
remain the home of the brave and the land of  
the free.

details of the delivery methods selected because I 
refuse to provide a cookbook for someone who wishes 
to destroy our way of life.  Suffice it to say that the 
Red Team example had a high probability of success 
with both Actions on the Objective and Escape  
and Exploitation.  

I will, however, detail the type of weapon or 
attack selected: foot-and-mouth disease (FMD). If 
FMD were introduced in the United States via its 
unsecured farms, ranches, feedlots, etc., there would 
be no recourse but to institute the mass slaughter of 
millions of animals, in addition to the safe disposal 
of their infected carcasses.28 Such an event would 
likely halt or even cripple all sales, both domestic and 
international, of any U.S. meat products for months 
or even years.29  Research estimates extrapolated from 
the 2001 FMD outbreak in the United Kingdom 
project that the cost to taxpayers of such an attack on 
the U.S. industry could amount to as much as $60 
billion.30  Where did I come up with such a nefarious 
method of attack? From the very same official 
Nebraska publication mentioned previously, where it 
addresses “Welcoming International Visitors to Your 
Ranch” and “The Threat: Foot-and-Mouth Disease.”31

Foot-and-mouth disease (FMD) is a highly virulent 
and contagious disease that manifests in the form of 
fever and blister-like lesions followed by consumption 
of the tongue, lips, mouth, teats, and hooves.32 FMD 
affects not only cattle and swine, but sheep, goats, deer, 
and other cloven-hoofed ruminants as well.33 There 
are seven known types and more than sixty subtypes 
of the FMD virus. Immunity to (or vaccination to) 
one type does not protect an animal against other 
permutations.34  Some people will counter with the 
fact that this country has been free of FMD since 

28  “Agroterrorism— Why We’re Not Ready: A Look at the Role of Law 
Enforcement.” NIJ Research for Policy. December 2006. www.nij.gov/
pubs-sum/214752.htm, (accessed 11 March 2010).

29  Ibid.

30  Ibid.

31  “Foot-and-Mouth Disease International Travel Information.” Nebraska 
Department of Agriculture. http://www.agr.ne.gov/animal/foot_mouth_dis-
ease_travel.html, (accessed 11 March 2010).

32  “Foot-and-Mouth Disease.” APHIS Factsheet. February 2007.  http://
www.aphis.usda.gov/publications/animal_health/content/printable_ver-
sion/fs_foot_mouth_disease07.pdf, (accessed 11 March 2010).

33    Ibid.

34  Ibid.

1929. While that fact is correct, it does not diminish 
the reality that we are facing an enemy who has both 
the desire and capability to carry out such an attack, 
nor does it diminish the fact that FMD has already 
been used successfully against another nation that had 
eradicated FMD for more than 60 years. 

The first report of an FMD outbreak occurred 
in March 1997, originating in Taiwan.35 This disease 
became an epidemic within six weeks and led directly 
to the extermination of eight million pigs. As a result, 
Taiwan’s pork exports ground to a halt.36  Reportedly, 
the FMD virus was carried by a pig that had been 
sent from Hong Kong, which served to reinforce 
the notion that China had conducted agroterrorism 
against the island nation.37 The economic aftermath 
resulted in the expenditure of $4 billion to exterminate 
the virus, in addition to the loss of $15 billion in 
“indirect losses from trade embargoes.38 The bottom 
line is that livestock animals in this country are also 
highly susceptible to FMD viruses. 

If an outbreak were to occur in the United States, 
this disease could spread rapidly to all sections of the 
country by routine livestock movements unless it were 
detected early and eradicated immediately.  If FMD 
were to spread unchecked, the economic impact could 
reach billions of dollars in the first year.39  In addition, 
deer and other susceptible wildlife populations could 
become infected and potentially serve as a source for 
re-infection of livestock. While vaccines for FMD are 
available, the vaccines must be matched to the specific 
type and subtype of virus causing the outbreak.40  
Therefore, the simplistic answer of “we will just 
vaccinate” is not so simple in practice.

One of the most frustrating aspects of Red 
Teaming is having the knowledge that the terrorists  
we face have both the motivation and the technical 
knowledge to handle contagious biological agents. A  
perfect open source example is the arrest, trial, and  
 
35  Parker, Henry. Agricultural Bioterrorism: A Federal Strategy to Meet the 

Threat. McNair Paper 65. (Washington, D.C.: Institute for National Strat-
egy Studies, National Defense University, 2002), 14-15.

36  Ibid, 14-15.

37  Ibid, 14-15.

38  Ibid, 14-15.

39  “Foot-and-Mouth Disease.” APHIS Factsheet. 

40  Ibid.
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her nationalities in the war,52 and the amount of 
these security employees rose steadily throughout the 
conflict.  According to an article written in 2007 for 
The Guardian newspaper, “[t]he precise number of 
mercenaries is unclear, but last year, a U.S. government 
report identified 48,000 employees of private military/
security firms.”53 Though this number may seem high, 
only 5 percent of the U.S. force in Iraq was comprised 
of armed security contractors.54  Near the drawdown 
phase of the war, expert Tom Bowman asserts that 
15,000 individuals will conduct U.S. diplomatic 
efforts in Baghdad with an additional estimated 5,000 
private security forces employed for protection and 
support.  These contractors perform security with 
armed helicopters, armored vehicles, and assault 
rifles.55  With these numbers, it is clear that PSCs are a 
small portion of total contractor forces present in Iraq, 
though this 5 percent still includes over 11,000 armed 
employees who do not fall under close supervision or 
chain of command.  This results in legal issues and 
complications, with lack of accountability at the 
forefront of policy concerns.

As a result, Dov Zakheim, a former top Pentagon 
official, states that there are not nearly enough 
government supervisors in Iraq to oversee the actions of 
PSCs.56 In agreement with this, William Nash, a retired 
Army general with expertise regarding the reconstruction 
process, points out that the Pentagon has so many guns  
for hire in Iraq that they cannot all be controlled.57  The  
unsettling reality of the situation is that in addition to 
lacking control and accountability, it is possible that 
these dogs of war have grown too strong for their chains. 
Private security companies such as Blackwater, DynCorp,  
 
52  Ibid.

53  Scahill, Jeremy. “A Very Private War.” The Guardian. 31 July 2007. http://
www.guardian.co.uk/uk/2007/aug/01/military.usa, (accessed 20 March 
2012).

54  Schwartz, Moshe. The Department of Defense’s Use of Private Security 
Contractors in Iraq and Afghanistan: Background, Analysis, and Options 
for Congress. CRS Report for Congress. 19 January 2010. http://www.
scribd.com/doc/25533429/DOD-s-Use-of-PSCs-is-Iraq-and-Afghanistan-
012010-R40835, (accessed 20 March 2012), 7.

55  Bowman, Tom. “No U.S. Troops, But An Army Of Contractors In Iraq.” 
NPR.org. 27 December 2012. http://www.npr.org/2011/12/27/144198497/
no-u-s-troops-but-an-army-of-contractors-in-iraq, (accessed 20 March 
2012).

56  Ibid.

57  Miller, T. Christian. “Contractors Outnumber Troops in Iraq.” LA Times. 
04 July 2007. http://articles.latimes.com/2007/jul/04/nation/na-private4, 
(accessed 20 March 2012).

and Triple Canopy have built private armies that “rival  
or outgun many of the world’s national militaries.”58

Additionally, private security contractors 
frequently participate in lobbying to gain favor and 
contracts.  From 1998-2004, private contracting 
companies donated $214 million to political 
campaigns and spent $1.9 billion on lobbying firms to 
pursue their interests in government.59 These defense 
companies are able to make an excessive amount of 
money from the government and use it however they 
please.  Not only does the DOD have to feed the dogs 
large amounts of money, but in order to keep them 
behaving correctly, the government must punish them 
when they misbehave.  Unfortunately, discipline has 
presented a major dilemma relating to private security 
in Iraq.

Several troubling incidents have occurred at the 
hands of private security contractors, with Blackwater 
receiving the most attention from incident reports. 
There are many instances of PSC misconduct, as 
presented in chronological order; for example, when 
an inebriated Blackwater contractor allegedly killed a 
bodyguard of Iraq’s new Vice President in December 
of 2006, the company sent him back to the States 
before Iraqi police could apprehend him.  He was 
fired from the company, but no legal charges were 
brought against him.60  In another case, a 71-year-
old Australian professor was shot and killed in 2006 
by a private contractor convoy.61  Blackwater snipers 
shot three Iraqi security guards at the Iraqi Media 
Network the following year, and while no charges 
were officially levied, the Media Network deemed 
Blackwater responsible following an investigation. 
However, the blame fell on deaf ears as the U.S. 
government concluded that they operated within 
the use of force.62  In October of that same year, 
security contractors from Erinys opened fire on a 
taxi with automatic weapons, wounding two men 

58  Scahill, “A Very Private War.”

59  Krahmann, 143-144.

60  Vlahos, “Hired Guns: While The Volunteer Army Struggles, the Business 
of War Booms.”

61  Isenberg, David. Shadow Force. (Westport, CT: Praeger Security Inter-
national, 2009), 140.

62  Ibid, 141; Fainaru, Steve. “How Blackwater Sniper Fire Felled 3 Iraqi 
Guards.” Washington Post. 08 November 2007. http://www.washington-
post.com/wp-dyn/content/article/2007/11/07/AR2007110702751.html, 
(accessed 26 April 2012).

American private security personnel have been 
in operation since the Revolutionary War but have 
not been significantly applied until the Global War 
on Terror.  By definition, contractors are individuals 
and firms that fulfill the requirements of a contract 
either by making products or performing a service 
for a set amount of pay.47  The DOD utilizes two 
types of contractors: private contractors and private 
security contractors (PSCs).  Private contractors 
hired by the DOD provide various services such as 
food preparation, janitorial work, base construction, 
weapons and systems maintenance, translators, 
reconstruction projects, and laundry services.  These 
companies provide the logistical support while private 
security contractors carry weapons and provide 
security to the contract holders. 

The War on Terror has revolutionized the use of 
armed employees; while their primary application is 
to provide security in hostile areas, situations have 
arisen in which they have fought alongside the military 
in warzones.48  With the U.S. government relying on 
private contractors to perform essential duties, many 
analysts suggest that in future wars and conflicts it will 
be difficult, if not impossible, to effectively perform 
operations exclusively with conventional military forces.  
The legal issue of titles immediately arises when PSCs 
are employed.  While having the word “security” in 

47  Carafano, James Jay. Private Sector, Public Wars. (Westport, CT: Prae-
ger Security International, 2008), 71.

48  Krahmann, Elke. States, Citizens, and the Privatization of Security. 
(Cambridge: Cambridge University Press, 2010), 235.

Let Slip the Dogs of War
The Use of Private Security 
Contractors in Modern Warfare
Jon B. Mitchell

The United States Department of Defense (DOD) has 
begun to privatize war by increasingly utilizing private 
security contractors. The deployment of a private force with 
little oversight creates an array of problems. While they 
provide a professional and effective response to complex 
situations if properly applied, the use of contractors is 
accompanied by legal and cost efficiency consequences 
in mismanaged situations. To mitigate these effects, 
there may be a better way of employing contractors than 
demonstrated by the current paradigm.

their services denotes armed employees, PSCs are 
still private and therefore do not fall under military 
authority. This creates a problem for satisfying the 
Geneva Conventions’ rules of war as they pertain 
to POWs and war crimes because of the unclear 
distinction between combatants and non-combatants. 
According to the International Committee of the 
Red Cross, a combatant is classified as an individual 
that directly participates in combat situations on a 
regular basis.49  While private security contractors 
are technically restricted to providing security and 
not conducting combat functions, there have been 
instances where PSCs have fought alongside military 
forces in firefights; this has included infantry and 
armed helicopter support, which appears to qualify 
as active combatant status.  Despite legal ambiguities, 
the DOD has utilized security contractors in Iraq on 
an unprecedented scale.

Schwartz, Moshe. The Department of Defense’s Use of Private Security 
Contractors in Iraq and Afghanistan: Background, Analysis, and Options for 

Congress. CRS Report for Congress. 19 January 2010; 2. 

Private security was introduced to the War on 
Terror by Paul Bremer, the head of the Coalition 
Provisional Authority in Iraq at the outset of the war.  
Bremer paid $21.3 million for the security services 
of Blackwater, which was the first private security 
company in the country.50  Blackwater provided a 36- 
man security detail, SUVs, canine teams, Little Bird  
helicopters with aerial gunners, and heavy trucks for 
Bremer.51  Various ex-military contractors hired from 
South America and South Africa soon represented  
 

49  Elsea, Jennifer K. Private Security Contractors in Iraq and Afghanistan: 
Legal Issues. CRS Report for Congress. 22 December 2009. http://fpc.
state.gov/documents/organization/135010.pdf, (accessed 20 March 
2012).

50  Vlahos, “Hired Guns: While the Volunteer Army Struggles, the Business 
of War Booms.” The American Conservative. 19 November 2007. http://
www.thefreelibrary.com/Hired guns: while the volunteer Army struggles, 
the business of war...-a0172748215, (accessed 20 March 2012).

51  Ibid.
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security in Iraq under the U.S. total force, why should 
they be allowed to transition to a homeland security 
force during emergencies?  Their answer is that they 
see such crisis situations as business opportunities 
rather than problems and conflicts, and the DOD 
needs timely solutions to those same problems. This 
realization has helped to privatize and commercialize 
the Department of Defense.

This commercialization of the DOD seems to be 
a convenient course of action, but it also means that 
the government has perhaps become too dependent 
on private companies.  A large portion of regular 
DOD duties has been increasingly commercialized, 
as shown by statistics from 1996: 

   
Krahmann, 129.

During the span of a decade, government 
spending on contractors increased dramatically 
from $46 billion in 2000 to $113 billion in 2010.77 
At the now-decommissioned Counterintelligence 
Field Activity unit, private contractors conducted 70 
percent of the intelligence process.78  This prolific use 
of contractors to fill government roles is  common 
practice, as demonstrated in the Air Force’s reliance on 
contractors to the point of inclusion into an extended 
“Air Force family.”79 This dependency further extends 
to other areas of the DOD, as private intelligence 
contractors are routinely awarded 70 percent of 
the national intelligence budget amounting to a 
$42 billion / year industry.80  While this increased 
commercialization of DOD duties effectively eases 
the burden of governmental responsibility, it is not 
done without repercussions.

The Project on Government Oversight conducted 
a limited study which shows that it costs the 
government more money to pay for private contracts  
 
77  Krahmann, 129.

78  Ibid, 133.

79  Ibid, 141.

80  Scahill, 454.

than it does for federal service contracts.  The Chairman 
of the House Defense Appropriations Subcommittee, 
John Murtha, notes that there is an abundance of 
contractors in Iraq, some of whom collect more pay 
than the U.S. Secretary of Defense.81  The amount of 
money poured into PSCs in Iraq is an impressive 17 
percent of the total U.S. budget for the war.82

     
Nixon, Ron. “Government Pays More in Contracts, Study Finds.” Nytimes.com. 

12 September 2011.

Yet sometimes this budget is taken advantage 
of; war profiteering can easily occur in the absence 
of sufficient oversight and accountability.  In 2006, 
Custer Battles was taken to court as the first civil 
fraud case against a private contracting company.83  
This PSC was charged with war profiteering to the 
total amount of $50 million from the United States 
government.84 Although private contractors cost a 
significant amount of money, they are actually the 
less expensive option in certain circumstances. The 
strategic use of private security contractors can be 
more efficient and appropriate in cases for which the 
military is not well suited.

One viable strategy would be to use private 
security contractors to resolve conflicts in Africa, 
potentially enabling war-torn countries to develop 
peacefully.  A security specialist on Africa asserts that 
private security companies could resolve all conflicts 
on the continent with $750 million from the UN’s 
budget.85  One researcher on this topic states that this 
cost would be far cheaper and more effective than the 
UN’s traditional use of conventional peacekeeping 

81  Scahill, “A Very Private War.”

82  Krahmann, 205.

83  Isenberg, 162.

84  Ibid, 162.

85  Fabricius, Peter. “Private Security Firms Can End Africa’s Wars Cheaply.” 
The Star. 23 September 2000. http://www.sandline.com/hotlinks/article4.
html, (accessed 20 March 2012).

and a woman.63 Yet Blackwater’s worst media storm 
in Iraq came when some of its employees shot 17 
Iraqis.  While the guards claimed that the convoy was 
threatened, a U.S. investigation concluded that this 
was not the case.64 

There have been hundreds of reported incidents 
where private security contractors have fired their 
weapons at the wrong target, yet few have been 
brought up on charges.65  A Marine who served in 
Iraq stated that he and his fellow soldiers periodically 
witnessed PSCs open fire on vehicles and immediately 
leave the scene without explanation or cause.66  These 
shootings and abuses conducted by private security 
contractors have helped fuel the insurgency.  A senior 
military officer said that incidents caused by security 
contractors had the unsettling potential to turn the 
population in an AO (area of operations) against the 
military.67 Schwartz’s Congressional Research Services 
Report offers three possible solutions for the issues 
of excessive force: the DOD could prohibit armed 
PSCs from operating in combat areas altogether, 
restrict them to static site security, or limit American 
and third country national security contractors to 
site security and allow Iraqi security employees to 
conduct security in combat zones.68  Implementing 
one of these boundaries would certainly coincide 
with military efforts to gain the support of the civilian 
population.

Under the Posse Comitatus Act, the United 
States government is not legally allowed to deploy 
active duty soldiers on American soil under 
peacetime conditions.69  However, exceptions such 
as natural disasters, terrorist attacks, epidemics, and 
other emergency situations allow DOD personnel 
to work in conjunction with law enforcement to 
 
 

63  Ibid, 141-142.

64  Bowman, “No U.S. Troops, But An Army Of Contractors In Iraq.”

65  Isenberg, 142.

66  Vlahos, “Hired Guns: While the Volunteer Army Struggles, the Business 
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67  Schwartz, 17.

68  Ibid, 20-21.

69  “The Posse Comitatus Act.” U.S. Northern Command. http://www.north-
com.mil/About/history_education/posse.html, (accessed 20 March 2012).

restore order in unstable areas.70  Federal personnel 
and relief are only allowed into the affected state if 
the governor requests federal assistance.  In this 
regard, the Hurricane Katrina aftermath provided 
an insight into the concept of using private security 
contractors to conduct security in the wake of natural 
disasters.  Following the initial devastation of Katrina, 
Blackwater immediately deployed 180 security 
contractors, without authorization or request, to 
the affected areas and set up security operations for 
government officials and wealthy private citizens.71  
Because the company’s employees were already 
operating in Louisiana before federal relief even 
arrived, the Department of Homeland Security 
contracted them to continue security operations. The 
company made $70 million in contracts for its services 
in the Hurricane Katrina aftermath.72 Additional U.S. 
private security companies along with an Israeli entity, 
Instinctive Shooting International (ISI), were hired 
to protect government buildings and private homes.  
ISI even operated an armed checkpoint outside of 
a wealthy citizen’s residence.73  Registered private 
security companies in the state soared from 185 to 
235 in the two weeks following the hurricane.74  The 
primary issue with this application of contractors is 
that some of the contractors were still deployed in 
Iraq just two weeks before the hurricane.75  An expert 
on the situation commented in an interview, telling of 
a contractor in New Orleans who complained about 
the situation, saying “there wasn’t enough action 
down there.”76  

Now that the government has successfully 
incorporated PSCs into relief effort, the potential arises 
that they may be used in future emergency situations 
on U.S. soil. However, this invites the question that 
if private security contractors can conduct aggressive 

70  H.R. 5122 (109th): John Warner National Defense Authorization Act for 
Fiscal Year 2007. http://www.govtrack.us/congress/bills/109/hr5122/text. 
Section 1076, Sec. 333, (accessed 20 March 2012).

71  Moyers, Bill. “Bill Moyers Talks With Journalist Jeremy Scahill – Part 2.” 
PBS.org. 19 October 2007. Online video clip, http://www.pbs.org/moyers/
journal/10192007/watch2.html, (accessed 24 April 2012).

72  Scahill, Jeremy. Blackwater: The Rise of the World’s Most Powerful 
Mercenary Army. (New York: Nation Books, 2008), 60-61.
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economics and Third World Debt
A Look at How Debt is
Hazardous to Third World Countries
Mary A. Doyle

Third world debt is a serious concern in the world today, 
the cause of which can be attributed to the debt crisis that 
occurred in the 1970s when a rise in oil price induced 
higher interest and lending rates. As a result, third world 
countries incurred a significant amount of debt. Fac-
tors such as colonialism, illegitimate loans, mismanaged 
lending, and subsidizing have stimulated the rise in debt. 
Consequently, there has been a decrease in education, 
policy reform, and health spending, resulting in poorer 
health conditions and weaker economic performance. In 
response, there are numerous organizations working to 
alleviate, and eventually end, third world debt.

Poverty is a worldwide phenomenon that has 
existed for thousands of years and affects a multitude 
of people on a daily basis. There are numerous 
factors -  particularly debt - which induce poverty. 
Underdeveloped countries have been found to have the 
poorest economies and thus contain the highest poverty 
and debt rates. By building a better understanding of the 
contributing factors of debt and its effect on a country, 
society could collectively work to end debt. The cause 
of third world debt is a combination of several factors, 
including the debt crisis of the 1970s, overspending, 
illegitimate loans, and embezzlement.  These in turn 
cause poor economic performance, a decrease in 
government spending for health and education, and 
higher unemployment levels. 

It was not until the 1970s that debt began to 
significantly impact global society. During this time, 
the United States government exceeded its budget, 
resulting in the printing of more money to cover 
the loss. Inflation occurred which led to a rise in oil 
prices by oil producing countries. Oil producers had 
also deposited their profits into western banks, which 
stimulated a rise in interest rates within the banking 
sector. This in turn forced banks to lend money to third 
world countries that wanted to continue developing, 
as well as meet the rising costs of oil production. 
According to the Jubilee Debt Campaign (JDC), 
debt “often arose through reckless or self-interested 

lending by the rich world.”96  Countries that profited 
from the rise in oil prices disbursed loans to poor 
countries as a means of accruing more revenue and 
obtaining allies, regardless of the country’s political 
stance.  With the rise in “world interest rates, a global 
recession, and low commodity prices,” the amount of 
debts grew dramatically and the ratio between debt 
and repayment became unevenly distributed.97 

Additional facets of debt include colonialism, 
illegitimate loans (also known as odious debt), 
mismanaged lending, and subsidizing (corruption and 
embezzlement of money by the rich). Odious debt 
is defined by the Jubilee USA Network as “debt that 
resulted from loans to an illegitimate or dictatorial 
government that used the money to oppress the 
people or for personal purposes.”98 This type of debt is 
prevalent in countries like South Africa, Tanzania, and 
Cuba. The practice of mismanaged lending transpires 
when a country incurs a debt to another country, the 
country in which the debt owed to is pardoned, and 
the cycle repeats itself as the in-debt country continues 
to seek loans.  Subsidizing occurs when the political 
elite in developing countries rise to power and deposit 
money in foreign banks with certain regulations; this 
in turn causes more money to be withdrawn from 
developing countries. As a result, developing countries 
are forced to reduce the process of economic reforms, 
which leads to a weakened economic performance. 
The consequence of subsidizing is a dramatic decrease 
on the price of commodities, which creates a devalued 
currency rate. 

Third world countries have continued to 
experience the negative impact of the 1970s’ debt 
crisis. An expert on the matter notes, “debt has 
impeded sustainable human development, security, 
and political or economic stability.”99  Third world  
 
96  Jubilee Debt Campaign, “Where Did the Debt Come From? Jubilee Debt 
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forces.86  One such example is Executive Outcomes, 
a PSC which quickly ended a protracted war by 
training Sierra Leonean government soldiers and 
jointly confronting the RUF, a brutal rebel opposition 
army.  With the aid of EO, government troops ousted 
the RUF from the country in a mere nine days’ time.87 

Along with providing a viable solution for the 
African nations, PSCs are being used effectively in 
conjunction with the military in America’s war on 
drugs.88 Half of the $630 million of U.S. funding 
for the anti-drug effort in Columbia is funneled 
to DynCorp and other private corporations.89  In 
addition to their strategic value, PSCs offer the 
advantage of quicker preparation and deployment.

Security contracting companies present greater 
flexibility and ease of use because they can be employed 
and fired on an as-needed basis.90  This allows the 
government to use swift, adaptive forces rather than 
military or federal personnel, which logistically take 
much longer to prepare.91  For example, a leading 
expert provides the tactical readiness of Blackwater: 
“at present, Blackwater has forces deployed in 
nine countries and boasts a database of 21,000 
additional troops at the ready, a fleet of more than 
20 aircraft, including helicopter gun-ships, and the 
world’s largest private military facility – a 7,000-acre 
compound in North Carolina.”92 This expedient force 
is more convenient than dispatching a larger military 
detachment, which would take months to prepare and 
transport. In addition, private security companies can 
also be used as a force multiplier or supplement  rather 
than direct replacement for conventional forces.

According to Schwartz’s report for Congress, 
private security contractors can assist the military by 
performing basic security. 93  This would leave the  
military forces unencumbered to conduct operations,  
 

86  Ibid.

87  Ibid; McGhie, Stuart. “Private Military Companies: Soldiers, Inc.” 
Janes Defence Weekly. 22 May 2002. http://www.sandline.com/
hotlinks/20020518-janes/default.html, (accessed 20 March 2012).

88  Scahill, “A Very Private War.”

89  Ibid.

90  Schwartz, 5.

91  Ibid, 5.

92  Scahill, “A Very Private War.”

93  Schwartz, CRS Report for Congress.

which would help prevent overlap of PSC and military 
operations.  Clearly, there must be a distinction 
between PSC support and combat operations. Private 
security contractors could potentially be utilized as 
a support package for military operations if deemed 
necessary.  Support could manifest in several ways 
such as providing logistical, security, and extremely 
limited combat support or by utilizing local nationals 
as contractors for the government, because of their 
terrain and language skills which traditional U.S. 
forces often lack.94  

This increased use of private contractors to fight 
in wars would also provide a cushion for U.S. civilians 
because fewer citizens would be sent to war and a draft 
would never be necessary as long as PSCs are available.  
Finally, private contractors are not officially included 
on the official casualty lists.  A leading expert states that 
in just the Iraq war, “more than 900 U.S. contractors 
have been killed, with another 13,000 wounded.”95 
These contractor casualties are not included in the 
official numbers, which would otherwise further 
tarnish public image.  This supplementary strategy of 
hiring PSCs to deal with world problems will likely 
continue to increase over time as they become more 
adaptive and efficient.

Private security contractors are professional and 
expedient assets to the Department of Defense if used 
properly. If employed in conjunction with military 
forces, they would best be applied as a force multiplier 
in an effective support function.  Additionally, if 
private security contractors are to be implemented 
strategically and in lieu of military personnel, they 
must remain under close supervision from the DOD 
or State Department. Proper strategic application of 
private security contractors could truly be the crucial 
force multiplier needed to resolve conflicts in today’s 
chaotic world.

94  Ibid.

95  Scahill, “A Very Private War.”
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the revolutionary armed 
forces of colombia
A Realistic and Imminent Danger 
to U.S. Security
Andrew D. Grabau

The United States is susceptible to a potential attack by 
the Revolutionary Armed Forces of Colombia, a terrorist 
group known as FARC. Several guerilla tactics are viable 
for implementation military and civilian personnel in 
addition to clandestine operations. There is a 70 percent 
probability that FARC will soon engage in retaliatory, 
covert operations against key U.S. military installations 
in U.S. cities bordering the Gulf of Mexico.

The history of the Revolutionary Armed Forces 
of Colombia can be traced to an early 1960s guerilla 
group of rebel peasants that was established as its 
transliterated acronym “FARC” in 1964. Through the 
1980s, this terrorist group accumulated a large portion 
of its revenue from kidnapping and extortion.  Many of 
the U.S. anti-drug policies of the 1990s inadvertently 
aided FARC and enabled the organization to increase 
its territory within Colombia.105  FARC has engaged in 
multiple deadly firefights with the Colombian military 
and the DEA since the 1990s. In fiscal year 1999, the 
United States expanded its assistance to Colombia 
to $317 million, and later to almost $1 billion in 
2000.106 President Andres Pastrana attempted to 
negotiate a peaceful resolution with FARC in 1999, 
but was unsuccessful in the endeavor.  During that 
year, the rebel organization was able to capture a third 
of the country’s territory.  By 2002, the massive rebel 
war machine and drug trafficking empire reached  
its peak.107  

The United States, as an ally of the Colombian 
military, has caused significant setbacks to FARC’s 

105  Peceny, Mark and Michael Durnan, “The FARC’s Best 
Friend U.S. Antidrug Policies and the Deepening of Colom-
bia’s Civil War in the 1990s,” Latin American Politics Soci-
ety vol. 48, no.2. July 2006.  http://onlinelibrary.wiley.com/
doi/10.1111/j.1548-2456.2006.tb00348.x/abstract (accessed 17 
March 2012), 97.

106 Ibid, 110.

107 McDermott, Jeremy. “Colombia’s FARC Rebels: End to Kidnap 
a New Start?”. BBC News. 27 February 2012. http://www.bbc.
co.uk/news/world-latin-america-17177643?print=true, (accessed 
17 March 2012).

strategic objectives since 2001; however, U.S. 
involvement did not immediately deter the terrorist 
group’s financing methods. In 2002 alone, the 
guerillas were responsible for almost all of Colombia’s 
2,882 kidnappings, which amassed millions of dollars 
in ransom.108 The group also held three Americans 
captive for four years, releasing them in 2006; this 
demonstrates their willingness to kidnap American 
personnel.109  For years, the United States has been 
funding and training the AUC, or the United Self-
Defense Groups of Colombia, to fight against FARC 
forces. In addition, the U.S. has allocated massive 
financial support to the Colombian government for 
the sole purpose of destroying the terrorist faction. 

Since the beginning, FARC’s leadership structure 
has consisted of a seven-man council.  In 2008, the 
Colombian military launched a massive raid with the 
support of U.S. intelligence against a FARC camp 
located across the border in Ecuador. The raid resulted in 
the deaths of key leaders Raul Reyes and Ivan Rios, with 
the eventual elimination of top commander Manuel 
Marulanda two years later. The dismantling of leadership, 
in conjunction with captured intelligence, struck a 
massive blow to FARC and its capabilities.  Intelligence 
recovered in the raid indicated that Ecuadorian president 
Rafael Correa, along with Venezuela, had been rendering 
financial support to FARC and providing a safe haven 
in Ecuador.110 A Colombian bombing raid dispatched 
FARC commander Mono Jojoy in September of 2010, 
while a similar raid the following year resulted in the 
death of FARC’s chief leader and commander, Alfonso 
Cano. The President of Colombia, Juan Manuel Santos, 
called it the “most devastating blow to the group in 
its decades-long insurgency.”111 Now that five of the 
original seven council commanders have been killed, 
FARC’s strength has decreased and its operational ability 
has been limited.
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Killed in Colombia,” BBC News. 05 November 2011. http://www.
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countries are compelled to spend millions of dollars 
each day to pay off debt with money that could be 
used for economic reform, education, healthcare, 
or a multitude of other beneficial areas. In fact, 
government spending on education and improving 
the health of its citizens has declined due to an increase 
in debt. This downward spiral has led to higher death 
rates, particularly among children. An estimated 
21,000 children die each day from poverty-related 
causes, according to UNICEF’s Progress of Nations 
2000 report.100  This figure implies the statistic of one 
child’s death every four seconds, which amounts to 
fourteen children each minute.101 In addition to poor 
healthcare, low-income countries have suffered from 
weak economic performance, which has resulted in a 
decrease in economic reforms. 

Despite these seemingly high statistics, there are 
numerous organizations whose sole focus is to end, or 
lessen, third world debt. These groups include Jubilee 
2000 UK / Jubilee Debt Campaign (JDC), Christian-
Aid, Oxfam UK, World Development Movement, 
Catholic Agency for Overseas Development 
(CAFOD), and Tearfund. Of these organizations, 
JDC is the most significant in that it is highly involved 
in aiding third world countries. Their mission is to 
bring “an end to all unpayable poor country debts by 
fair and transparent means.”102 JDC hopes to amend 
government policy on debt in order to cancel all third 
world debt. They argue that the accumulation of 
debt by third world countries was unjust and is only 
making their economies worse.  

Third world debt plays a critical role in how 
countries govern themselves. Countries that are unable 
to maintain a stable government and economy, such 
as Nigeria, Somalia, and Yemen, are often dominated 
by stronger ones; therefore, the welfare of third world 
economies is at risk of being controlled by terrorists 
groups.  In a speech to the Council on Foreign 
Relations, Princeton N. Lyman explained that in east 
Africa, “some [immediate threats] arise from failed or  
 

100 Shah, Anup. “Debt and the Effect on Children,” Global Issues. 04 July 
2000. http://www.globalissues.org/article/33/debt-and-the-effect-on-
children, (accessed 13 March 2012).

101 Ibid. 

102 Jubilee Debt Campaign UK, “Our Mission”.  http://www.jubileedebtcam-
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failing states that allow financial exploitation by 
terrorist groups or exploitation of internal conflicts 
to recruit members to terrorist networks.”103  Terrorist 
groups such as al-Qaeda and al-Shabab have already 
demonstrated this by infiltrating numerous regions 
throughout Africa and seizing control of various aspects 
of society as a result of weak governmental security. 

In order for third world countries to become more 
robust against infiltrations by terrorists groups, as well as 
reduce or even put an end to the debt crisis, governments 
and bank sectors should put a greater emphasis on 
analyzing their current financial situations. While 
numerous online resources such as PovcalNet, have 
been created to allow the public the ability to assess the 
current poverty calculations, this should not be viewed 
as the sole solution for such a wide-scale problem.104 
The Jubilee Debt Campaign suggests that a complete 
cancellation of all debt would be the ideal solution; 
however, this is unrealistic.  Instead, debt should be 
analyzed as to what is payable versus unpayable, while 
having grants issued as opposed to additional loans, 
which frequently result in an exponential growth of 
debt. If such changes are implemented in resolving the 
debt crisis, third world countries would have a better 
opportunity to become stable as well as more secure 
against terrorist organizations.  

The effects of debt on third world countries 
are alarming and will likely continue to increase. 
The deficit is affecting all aspects of society and 
has impacted relations between the rich and poor 
countries. Various campaign groups are working to 
desperately amend government policy on debt by 
analyzing the two types of debt, the possibility of 
issuing grants rather than loans, and making society 
more aware of the severity of this crisis, which are 
crucial first steps in empowering the third world to 
develop a better environment for its citizenry, and a 
worse one for subversive organizations. 
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group in the Spanish Basque region.119 If the Cuban 
government decides to provide even a temporary 
safe haven for FARC, the group could use Cuba as 
a launching point for a retaliatory strike on select 
American targets in the Gulf of Mexico. Lastly, the 
Colombian terrorist group has become more lethal in 
the past six years in the areas of advanced terrorism and 
explosives; this is likely because the Irish Republican 
Army (IRA) had dispatched personnel to Colombia 
to provide advanced terrorist tactics training and 
bomb-making expertise.

Throughout its history of violence and rebellion, 
FARC has consistently utilized one effective method to 
accumulate more military power. This method would 
certainly be plausible if FARC decides to engage in 
covert strikes on the Gulf Coast against Americans 
and military targets. Stratfor labels it the “Carrot-and-
Stick Strategy.”120 The Colombian government has 
been insistent about establishing peace negotiations 
with the revolutionary group for decades, though 
FARC has traditionally used dialogue to build up its 
military strength. An example of this is the ambush 
in March 2012 that killed 11 Colombian soldiers 
which was conducted on the same day that FARC 
announced it was ready to release hostages.121  The 
faction will routinely increase the tenacity of offensive 
strikes on key investments in Colombia, such as 
destroying the CamonLimon-Covenas pipeline in 
2012, or kidnapping high-profile citizens until the 
Colombian government returns to the negotiation 
table.122 

This tactic would certainly be implemented if 
FARC engaged in kidnapping U.S. citizens along 
the Gulf Coast, in addition to bombing targeted 
infrastructure.  FARC would sporadically increase 
its amount of kidnappings while dangling the carrot 
of hostage releases until the U.S. extends its hand of 
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diplomacy. The organization would then demand  
that the U.S. end financial and tactical support to 
the Colombian military, in addition to requiring the 
extraction of U.S. personnel from Bogota.  Realistically 
however, FARC would only end its operations if it 
felt that it had drained a satisfying amount of leverage 
of America’s political leverage and strength from  
the region. 

In studying FARC’s capabilities and attack 
strategies, the following is a projection of most likely 
scenarios. The U.S. Army Southern Command, 
known as USSOUTHCOM, should be prepared 
for the possibility of a retaliatory FARC operation 
against U.S. military and civilian assets, both within 
Colombian and United States boundaries. The first 
projected strategy is a possible “nightmare” scenario. 

One such potential series of developments is 
this: FARC could conceal several small covert ops 
teams in cargo ships leaving Havana bound for Gulf 
cities like New Orleans, Miami, and Texas. Due to 
known weaknesses in U.S. port security, FARC could 
successfully gain illegal entrance.  Upon gaining a 
foothold, FARC could target drilling rigs, oil fields in 
Texas and New Orleans, or oil platforms in the Gulf 
of Mexico. Three small teams, with advanced training 
by the IRA, could target at least three separate sites 
and devastate the American economy in a matter of 
days. A second permutation of a nightmare scenario 
could involve the targeting of U.S. narcotics agents 
in Colombia; FARC could use the same strategy and 
methods to deliver a blow to USSOUTHCOM in 
Miami, the Joint Interagency Task Force-South in 
Key West, or US Army South at Fort Sam Houston 
in Texas, although this would be a significantly more 
difficult operation. 

In either scenario, direct covert operations 
against the United States would certainly provoke 
retaliation upon FARC, or would at least commence 
a withdrawal from Colombia through diplomacy. The 
Revolutionary Armed Forces of Colombia, the longest 
running terrorist organization, will not soon forget 
America’s intervention in their affairs in Colombia. 
Therefore, we must now anticipate FARC’s long-
awaited revenge in the form of direct attack upon 
the United States.  With this potential threat on the 
horizon, America must remain vigilant as it stands 
against the threat of terrorist organizations.

Junior level leaders in FARC have been extradited 
to the United States to face drug trafficking charges, 
which gives FARC another reason to retaliate. An 
organization that has endured 48 years, the longest of 
any terrorist group, is certainly capable of recovering 
from these strategic blows.  In doing so, FARC will 
remember its enemies: Colombia and the United 
States. While FARC’s hope of a dominant takeover 
in Colombia is most likely futile, it is predictable that 
they will commence a retaliatory strike against U.S. 
citizens or military targets. 

In comprehending FARC’s threat to U.S. security, 
the group’s military capability and recurring strategic 
themes must be analyzed. FARC’s troop strength has 
significantly dropped to an estimated 8,000 fighters, 
a mere half their number in 2002.112 After having 
much of its communications systems infiltrated and 
the majority of its leadership eliminated, an external 
view would suggest that FARC is crippled indefinitely. 
Yet this may not be the case; FARC had the audacity 
to execute four hostages in 2011. The guerrillas’ 
financial supply still continues to flow in millions of 
dollars every year. In 2008, it was estimated that the 
organization made almost $500 million annually.113  
By 2012, FARC has likely lost close to $200 million 
to each year’s revenues because of military defeats. 

Colombia’s terrorist group has advanced its 
weaponry throughout the years. Upgraded landmines, 
assault rifles, RPGs, and tactical gear have made FARC 
more lethal. The group seemingly used improvised 
explosive mines against Colombian soldiers, which 
demonstrates their advanced weapons training.114 A 
disturbing government report on March 26, 2008 
claimed that Colombian officials had “recovered 66 
pounds of depleted uranium that had been acquired 
by FARC.”115 One Colombian police report in 2008  
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stated that Venezuela had sent $300 million to the 
group’s leadership, and that FARC was “seeking 
uranium on the black market and had plans for 
a radioactive ‘dirty bomb.’”116 This confirms the 
findings of the 2008 raid, which displays FARC’s 
serious pursuit of dirty bombs that could be used 
against the United States for retribution.  

A second aspect of FARC’s military capability 
is its recent buildup of allied support. Key alliances 
with nation states and terrorist cells in South 
America have strengthened FARC both internally 
and externally. The captured computer files found 
in 2008 strongly indicate that FARC has extensive 
negotiations, cooperation, and possible support 
from the government of Ecuador as well as a strong 
relationship with President Chavez of Venezuela, 
which dates back to 1992. Chavez’s support includes 
current political patronage, secret financial funding, 
and possible military aid.117 A 2010 State Department 
report affirmed that Chavez’s government has not 
been proactive in arresting Venezuelan government 
and military officials linked to FARC; meanwhile, 
U.S. officials testified in October of 2011 that FARC 
is still procuring shelter locations across the border in 
Venezuela.118 

Two additional components of this relationship 
must be observed. The first is that Venezuela, for 
all intents and purposes, is a sworn enemy of the 
United States. Venezuelan refineries are irreplaceable 
to U.S. oil, and Chavez may use this as a playing 
card to support a FARC operation against America. 
Secondly, Venezuela is known for to accommodate 
Iranian intelligence agents and Hezbollah recruits. 
The cooperation between South American countries 
and anti-American Middle Eastern groups lends truth 
to the adage “the enemy of my enemy is my friend.” 

The government of Ecuador has provided a safe 
haven for FARC for many years, but recently seems 
to have begun withdrawing support. Cuba has also 
maintained strong yet discreet relations with FARC in 
addition to the ETA, a strong terrorist and liberation 
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sector would then become essential to promoting 
national security.  Nations leading up to the early 
20th century were all too eager to flex their military 
muscles, yet the period following World War II to the 
present showed the necessity of emphasis and reliance 
on economic superiority as much as military strength. 

groWth + r&D

A nation’s ability to grow its economy soon became 
strategic to military planning. This was established 
predominantly through innovation, as well as the ease 
of which factors of production were accumulated, 
specifically raw materials. The Organization for 
Economic Co-operation and Development (OECD) 
determined that “innovation has long been recognized 
as a main driver of economic growth, through the 
development and exploitation of ideas for new 
products and processes.”128  

For growth to truly be fueled by R&D, protected 
intellectual property (“IP”) rights are an essential 
element to allow individuals, companies, and countries 
to utilize the worthwhile investment to formulate 
and apply a new idea. Without adequate protection 
of these intellectual property rights, the incentive to 
develop new ideas and products would be reduced, 
thereby weakening the innovation process.129 The risks 
of doing R&D become unfeasible when the costs to 
develop exceed the benefit of the new product, or 
when the security measure designed to protect IP 
slows development or comes to a standstill.  Gelhorn, 
the university professor Emeritus at Columbia, wrote 
that the United States was purchasing security during 
the Cold War, but only at the expense of progress. 
He maintains that a secret program’s nature of 
apprehensiveness and compartmentalization hinders 
the forward progress of scientific energies into the 
unexplored areas.130 He details an example at Los 
Alamos in the 1950s where Security Services personnel  
 

128  “The Economic Impact of Counterfeiting and Piracy.” Organisation 
for Economic Co-operation and Development (OECD). OECD Director-
ate for Science, Technology and Industry. June 2008. http://www.oecd.
org/document/4/0,3746,en_2649_34173_40876868_1_1_1_1,00.html, 
(accessed 10 March 2012).

129 “The Economic Impact of Counterfeiting and Piracy.”

130 Gellhorn, 4.

far outnumbered the scientists at the location.131 
Yet according to the National Counter-Intelligence 
Executive, Robert “Bear” Bryant, the R&D of both  
public and private sectors is estimated at $400 billion 
annually.14

 
information technoLogy

The contest to develop and bring to market the 
newest innovation or idea requires a centralized 
hub for engineers, consultants, and designers to 
amalgamate their separate work.  The race begun in 
the 1940s to collect radioactive material for nuclear 
weapons and civil electricity also brought about 
changes to electronics and computational theory; 
their byproducts, the microprocessor and computer, 
would revolutionize the way wars are fought and how 
money is made. 

Information technology (IT), and the way in 
which information is stored and distributed, emerged 
as a way to allow more involvement from more 
individuals in different locations. A theory developed 
from computer usage, and argued during the early 
1990s, was the idea of the interrelatedness between 
the military and the economy. The main tenets of 
the concept known as network-centric warfare was 
that information technology had revolutionized and 
had fundamentally changed both war and business 
through its interconnected nature.132 As Admiral 
Arthur Cebrowski stated, “nations make war the same 
way they make wealth.” Just as success in business 
depends on the ability to circulate information, the 
same is true of militaries; the victorious army is the 
one which obtains and properly applies the most 
accurate information.133

eSpionage

With the digitization of theories and ease of 
developing complex ideas, innovation and economic 
growth have exponentially increased. The development  
of the computers and the networks to connect them 

131 Ibid, 3.

132 Herspring, Dale. Rumsfeld’s Wars: The Arrogance of Power. (Lawrence: 
University Press of Kansas, 30 April 2008), 26.

133 Ibid.

innovation and national Security
The Loss of Economic and Military Strength
Through the Theft of Ideas
Matthew D. Pedersen

From the earliest days of nation-states, measures of 
power have been displayed by emphasizing the size and 
superiority of military force. The 16th through the early 
20th century saw the increasing size of armed forces as 
the rest of the world began to appreciate the might and 
strength of the Spanish Armada, the British Royal Navy, 
the Imperial Japanese Navy, and the American Carrier 
Battle Group. The expansion of naval forces allowed 
countries to colonize lands, gather raw materials, and 
assist in their global hegemony. Following the end of 
World War II and the development of nuclear weapons, 
a transformational shift grew out of the dependency to 
have cutting edge military technology and the materials 
to develop them. The strength of nations thus became tied 
proportionately to the development of the military force’s 
innovation as well as its size.

miLitary innovation
 

Military planners were concerned to a lesser extent 
with having the largest fighting force rather the most 
adept at fighting the battles throughout the 20th and 
21st centuries.  For the military force of the latter 
20th century, “the degree of national security rapidly 
declines when reliance is placed on the quantity of 
existing equipment instead of its quality.”123  While 
the U.S. Air Force was the branch most concerned 
with this during the nuclear era of development, that 
quote is universal to all branches of the military in that 
“[t]he first essential of air power [or any other power] 
necessary for peace and security is pre-eminence in 
research.”124 The advanced research & development 
(R&D) that had grown out of the Manhattan 
Project and the shared mutual-interdependence 
of uniting civilian and military personnel had 
historically been overseen by military command.  
By 1950, military R&D contracts numbered nearly  
 

123 Mahnken, Thomas G. Technology and the American Way of War Since 
1945. (Columbia University Press, 04 July 2008), 31.

124 Ibid, 31.

20,000.125 Although the numbers will have grown 
since the 1950s, estimates placed military R&D 
costs in the neighborhood of $600 million. That 
amounts to nearly one cent of every dollar paid 
in federal taxes being spent for research towards  
more effective weapons, equipment, medicines, and 
utilization of human resources in war.126 

civiLian innovation
 

Yet now, more than in any previous period, 
research and innovation is fostered under private 
control. Historically, military officers held an 
advantage over their civilian counterparts when it 
came to thinking through the dilemmas of warfare; 
however, the development of nuclear weapons 
leveled the playing field.127 The technical superiority 
that is pursued in research universities, private 
research labs, and by individual entrepreneurs has 
most recently coexisted alongside R&D currently 
undertaken in Federal agencies such as the United 
States’ Defense Advanced Research Projects Agency 
(DARPA) and its northern neighbor, Defense 
Research and Development Canada (DRDC). While 
government agencies’ progress is delayed due to the 
red tape of governmental bureaucracies, their civilian 
counterparts are able to efficiently bring new products 
to market because of the demand to gain a market 
advantage. Many programs receiving federal funds 
have numerous officials and politicians with a say in 
the matter that may have their own agenda or wish 
to impose specific requirements relevant to their 
department or their county. 

This is best described by analogy: while something 
like a horse may have been originally conceptualized, 
specialized in purpose and required only to run quickly, 
the end product after oversight and bureaucracy may 
turn out to be something that resembles a camel; an 
odd creature fairly adequate at doing multiple generic 
tasks or responsibilities. The independence then of 
the military from the civilian sphere was defunct and 
the cohesion of the government, military, and private 

125 Gellhorn, Walter. Security, Loyalty, and Science. (Ithaca, New York: 
Cornell University Press, 1950), 1-2.

126 Mahnken, 31.

127 Ibid, 26.
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•	civilian	and	dual-use	technologies
- especially in sectors likely to experience fast 

growth, such as clean energy and healthcare/
pharmaceuticals 

Furthermore, a 2007 report to Congress notes:

Foreign collectors attempted to obtain information 
and technologies from each of the 20 categories 
on the Developing Sciences and Technologies List 
(DSTL). The DSTL is a compendium of scientific 
and technological capabilities being developed 
worldwide that have the potential to significantly 
enhance or degrade US military capabilities in  
the future.138

The theft of American IP that has escalated in the 
21st century occurs through illegal use of HUMINT 
gathering as well as the marginally less ominous open-
source Competitive Intelligence Solution (CIS), an 
extension of Business Market Analysis.  By using 
legal loopholes, foreign entities are able to utilize 
CIS and acquisitions of American enterprises to 
retain the company’s IP and optimize it for their own  
domestic purposes. 

 

138 Ibid.

China, through its sheer number of possible 
recruits, exploits the population base by employing its 
trademark human-wave/mosaic intelligence gathering 
sources to gather IP and foreign technologies.  The 
gathering of intelligence through open source  
channels and the collection of many small pieces of 
intelligence that have significance only when put 
together with the rest of the pieces is a daunting chore. 
While not exclusive to China, it is capable only by 
a country with a large network of analysts available. 
Although it is a tedious task, it indicates their patience 
in applying the notion implemented under Chairman 
Mao known as “Guanxi;” the development of personal 
networks used to gain favors.139  These networks utilize 
Chinese migrants in the West to obtain technological 
and economic intelligence that is crucial to its national 
development.140 The reliance on Chinese nationals for 
intelligence gathering and implementation of Guanxi 
networks shows the distrust toward foreigners; the 
Chinese Ministry for State Security (MSS) traditionally 
gathers intelligence through ethnic Chinese only.141   
 
 

139 “Special Report: Espionage with Chinese Characteristics”. Stratfor. 24 
March 2010. http://www.stratfor.com/analysis/20100314_intelligence_ser-
vices_espionage_chinese_characteristics?page=15&width=480&inline=tr
ue, (accessed 03 April 2012). 
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141 Ibid.

has eased the flow of information. Unfortunately, as 
exponential as the growth in ideas and innovation has 
been, likewise has the relative ease for those ideas and 
innovations to be acquired and exploited by forces 
external to the R&D, and implementation of such ideas. 
The responsibility for the theft of innovation falls equally 
on the transfer of R&D from military institutions to 
civilian and private agencies, as well as the ease with 
which information is transferred in modern times. 

Typically, a company’s main core competency 
is tied to an innovative product, process, or service 
that is protected by patents; yet, unscrupulous agents 
find little moral quandary in the theft of an idea. In 
a speech to the Office of the Director of National 
Intelligence, Bryant stated:

Today I would say the primary assets of corporate 
idea are intangible assets – certainly research and 
development, certainly plans and business plans, 
and really positions on contracts. The threat to the 
U.S. private sector is more exposed and vulnerable 
than ever.134

The threat to national security and the diffusion of 
technologies through theft by hostile actors becomes 
dangerous partially through the ever-increasing 
influence that globalization has on the West, in 
addition to the sheer quantity of occurring theft. 
While traditional human intelligence (HUMINT) 
sources have historically been the most utilized 
form of intelligence acquisition, the 21st century has 
witnessed the explosion of electronic intelligence 
(ELINT), cyber-espionage, and cyber-warfare. 
The reality and scale of cyber threats both to U.S. 
national security and the economy has now been 
realized, prompting the Pentagon to build complex 
defenses around military networks and create the 
new U.S. Cyber Command to integrate cyber 
defense with operations across the military.135  
However, there are still vast unprotected arenas  
 
134 Robert Bear Bryant to Office of the Director of National Intelligence. The 

Report to Congress on Foreign Economic Collection, ODNI Public Affairs. 
03 November 2011. http://www.ncix.gov/publications/reports/fecie_all/
EconEsp_PressConf.pdf, (accessed 10 March 2012). 

135 Lynn, William J., III. “Defending a New Domain: The Pentagon’s Cyber-
strategy”. Foreign Affairs. 01 September 2010. http://www.foreignaffairs.
com/articles/66552/william-j-lynn-iii/defending-a-new-domain, (accessed 
03 April, 2012).

available to players interested in subverting  national 
security. According to The Economist, “the threat 
is complex, multifaceted and potentially very 
dangerous.  Modern societies are ever more reliant 
on computer systems linked to the Internet, giving  
enemies more avenues of attack.”136  Unfortunately, 
the threats are real and growing at an immeasurable 
rate. The information being stolen requires vigilance 
to defend as a critical national asset, and that in itself 
makes it worthwhile to protect.  According to Bryant, 
“What I see as an economic espionage, to a large 
extent, is really kind of a death by a thousand cuts. 
And these are being perpetrated by different actors –
sometimes foreign intelligence services, sometimes by 
corporations, sometimes by individuals.”

theft of iDeaS

The threat to the United States and its way of 
life, prosperity, and security is based in attacks by 
foreign entities on a regular basis as they attempt 
to steal not just America’s products or ideas, but its 
livelihood. The theft occurs in nearly every sphere as 
military and civilian targets are not distinguishable as 
foreign entities seek to draw out every last shred of 
information that is crucial to America. According to 
the Office of National Counter-Intelligence Executive 
report on stolen U.S. economic secrets, the categories 
of significant interest to foreign entities are:137

•	information	and	communications	technology
- forms the backbone of nearly every other 

technology
•	business	information

- could pertain to supplies of scarce natural 
resources or provide foreign actors an edge 
in negotiations with U.S. businesses or the 
U.S. government

•	military	technologies
- marine systems, UAVs, and other aerospace/

aeronautic technologies in particular

136 “The Threat from the Internet: Cyber War.” The Economist. 01 
July 2010. http://www.economist.com/node/16481504?story_
id=16481504&source=features_box1, (accessed 03 April 2012).

137 Foreign Spies Stealing US Economic Secrets in Cyberspace. Report to 
Congress. Office of the National Counterintelligence Executive. October 
2011. http://www.ncix.gov/publications/reports/fecie_all/Foreign_Eco-
nomic_Collection_2011.pdf, (accessed 03 April 2012).
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consideration, it is relevant to note that Huawei was  
founded in 1988 by Ren Zhengfei, a mere four years 
after retirement from the Chinese military where he 
finished his career as deputy director of the Science 
Research Institute of the Engineering Army Corps.153

The third method of acquiring foreign 
technologies, although technically legal in most 
instances, occurs when Chinese companies and state-
owned enterprises (SOE) purchase products with 
technologies requested to further grow Chinese S&T 
policies.  One of the largest targeted industries is 
aviation, publicized by a case that involved a Chinese 
individual who was arrested for attempting to purchase 
aerospace-related microchips from BAE Systems; this 
is one of the companies involved in the development 
of the Lockheed-Martin F-35 Joint Strike Fighter.154   
Similar espionage may have played a role in China’s 
development of the new J-20 fifth-generation fighter, 
yet that remains mere conjecture.155 Other speculation 
abounds in China’s aviation industry, where it was 
alleged that they purchased the remains of Israel’s 
IAI Lavi and reverse-engineered it into the Chengdu 
J-10 Fighter.156  Although there is still debate as to 
the legitimacy of these claims, Russian engineers 
claimed to have knowledge of China’s possession of 
the Lavi, although the authenticity of those claims  
remains contested.157

Concerns about the theft of aviation technology 
are also shared by Russia.158 An arrangement was 
in place for China to acquire 200 Sukhoi SU-27 
Fighters, but China canceled the order early after 
reverse-engineering Russian avionics and electronics. 
China has recently revealed a version of Russia’s Al- 
31F engine that they have produced domestically, 

153 Engleman, Eric, “Huawei, ZTE Face Scrutiny From U.S. House Intel-
ligence Panel.” Bloomberg. 18 November 2011. http://www.bloomberg.
com/news/2011-11-17/house-intelligence-panel-probing-chinese-phone-
companies-in-u-s-.html, (accessed 03 April 2012). 

154 Noonan, Sean. “Chinese Espionage and French Trade Secrets.” Strat-
for. 20 January 2011. http://www.stratfor.com/weekly/20110119-chinese-
espionage-and-french-trade-secrets, (accessed 03 April 2012). 
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May 2008. http://www.janes.com/products/janes/defence-security-report.
aspx?id=1065926403, (accessed 03 April 2012). 
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comparable in both technology and performance. 
The Third Bureau of the MSS is responsible 

for purchasing targeted technologies through shell 
and front companies.159  Most of these businesses 
are run independently of overt Chinese intelligence 
management, though their leadership frequently 
includes individuals who maintain connections with 
intelligence officers, as previously noted in Guanxi 
personal networks. One recent case involved the 88 
Queensway Group, named for the address of an office 
building in central Hong Kong that houses many 
state-owned Chinese companies, along with the China 
Investment Corporation, the country’s sovereign 
wealth fund, and various private firms.160 A U.S. 
Congressional report shows a possible link between 
the building and “China’s intelligence apparatus.”161 

One of the most recent and brazen espionage 
cases conducted by China involves American 
Superconductor Corp (AMSC), a computer systems 
developer that serves as the electronic brains of wind 
turbines, being sold to a Chinese turbine manufacturer 
called Sinovel Wind Group Company. AMSC’s 
technicians were unable to get turbines to follow 
system commands and it was not until they consulted 
with their software department that they realized 
the Sinovel turbine was running a stolen version of 
AMSC’s software. The Beijing-based manufacturer 
was utilizing AMSC’s proprietary source code, and 
thus with no further need for AMSC, they terminated 
their agreement.162 

Even worse for American national security is that 
amongst Sinovel’s investors is a private equity group 
founded by Wen Yunsong, son of China’s Premier, 
Wen Jiabao.163 Shortly after the termination of the 
agreement, Sinoval’s Chairman and President Han 
Junliang helped create Dalian Guotong Electric, 
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Agents gather technical intelligence in three primary 
ways: 142

1) Chinese nationals are asked to acquire 
targeted technologies while traveling

2) Foreign companies with the desired 
technologies are purchased by Chinese 
firms

3) Equipment with the desired technologies 
is purchased by Chinese front companies, 
usually in Hong Kong

The first method utilizing travelers, students, 
and student exchange programs, such as the Chinese 
Association of Scientists and Engineers in Japan 
(CASAJ) and the Association of Chinese Scientists 
and Engineers in Japan (ACSEJ), gains access to 
legally acquire knowledge on foreign technologies. 
The ACSEJ’s stated purpose is “to promote and 
strengthen cooperation and exchanges between 
Chinese scientists and engineers in Japan and between 
relevant organizations, institutions, and scholars in 
China and other countries, especially Japan.”143 Its 
bylaws note the manner in which these goals are 
to be met, including “helping form PRC Science 
&Technology (S&T) policy and supporting China’s 
development of new high technology.”144 

In 2011, James Dyson, inventor of the bagless 
vacuum cleaner, warned that Chinese students were 
stealing technological and scientific secrets from UK 
universities.145 He also noted that Chinese students 
were planting malware that would relay information 
to China even after their departure from the 
university.146

The mimicry of espionage methods should come 
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as no surprise, as China’s manner of espionage has 
been emulated by South Korea’s Ministry of Science 
and Technology (MOST) which is said to have 
quadrupled its support for “informal” acquisition of 
foreign technology; read espionage.147  According to 
ROK news reports, part of the spending will be directed 
towards a consolidated brainpool administered by 
Seoul to recruit foreign scientists.148 MOST planned 
on using the program to solve domestic technological 
bottlenecks and to absorb advances and technological 
knowledge.  As part of the spending increase, Seoul 
hosts a triennial event that attracts domestic and 
overseas Korean scientists for the purpose of sharing 
new scientific and technological information. 
Ethnic Koreans numbering 291 and hailing from 12 
countries were said to have been in attendance. The 
event’s theme was described as contributing to South 
Korea’s competitiveness through the globalization of 
science and technology.149 

The second method of foreign technology 
procurement is through the acquisition of foreign 
companies. China National Aero-Technology Import 
& Export Corporation (CATIC) purchased the 
American defense firm Mamco Manufacturing in the 
1990s, despite a direct connection between CATIC 
and the People’s Liberation Army (PLA).150  An inside 
source noted that Chinese companies such as Huawei 
Technologies withdrew a bid to purchase 3Com, 
a U.S. Internet and networking company, after an 
investigation found links to China’s intelligence 
services.151 In 2008, Huawei established a joint venture 
with the U.S. anti-virus software company Symantec, 
headquartered in Chengdu, China.  Currently, it only 
offers software in China, but Stratfor sources suggest 
that if Huawei were to be used for Chinese intelligence, 
it could easily insert spyware into computer systems 
which subscribe to its service.152  As a backdrop to this  
 
147 “South Korea: Large Boost in Funds For Technology Transfer.” Office of 

the National Counterintelligence Executive. March 2003. http://www.ncix.
gov/docs/SKoreaBoostsFundsForTechTransfer.pdf, (accessed 03 April 
2012).

148 Ibid.

149 Ibid. 

150 “Special Report: Espionage with Chinese Characteristics.” Stratfor. 24 
March 2010.

151 Ibid.

152 Ibid.

http://www.bloomberg.com/news/2011-11-17/house-intelligence-panel-probing-chinese-phone-companies-in-u-s-.html
http://www.bloomberg.com/news/2011-11-17/house-intelligence-panel-probing-chinese-phone-companies-in-u-s-.html
http://www.bloomberg.com/news/2011-11-17/house-intelligence-panel-probing-chinese-phone-companies-in-u-s-.html
http://www.stratfor.com/weekly/20110119-chinese-espionage-and-french-trade-secrets
http://www.stratfor.com/weekly/20110119-chinese-espionage-and-french-trade-secrets
http://www.janes.com/products/janes/defence-security-report.aspx?id=1065926403
http://www.janes.com/products/janes/defence-security-report.aspx?id=1065926403
http://www.janes.com/products/janes/defence-security-report.aspx?ID=1065966179&channel=defence&subChannel=air
http://www.janes.com/products/janes/defence-security-report.aspx?ID=1065966179&channel=defence&subChannel=air
http://www.janes.com/products/janes/defence-security-report.aspx?ID=1065966179&channel=defence&subChannel=air
http://www.uscc.gov/The_88_Queensway_Group.pdf
http://www.bloomberg.com/news/2012-03-15/china-corporate-espionage-boom-knocks-wind-out-of-u-s-companies.html
http://www.bloomberg.com/news/2012-03-15/china-corporate-espionage-boom-knocks-wind-out-of-u-s-companies.html
http://www.bloomberg.com/news/2012-03-15/china-corporate-espionage-boom-knocks-wind-out-of-u-s-companies.html
http://www.ncix.gov/docs/CHINESE_SUPPORT_GROUPS_JAPAN.pdf
http://www.ncix.gov/docs/CHINESE_SUPPORT_GROUPS_JAPAN.pdf
http://www.ncix.gov/publications/reports/fecie_all/index.php
http://www.ncix.gov/publications/reports/fecie_all/index.php
http://www.ncix.gov/publications/reports/fecie_all/index.php
http://www.ncix.gov/docs/SKoreaBoostsFundsForTechTransfer.pdf
http://www.ncix.gov/docs/SKoreaBoostsFundsForTechTransfer.pdf


28 29

Strategic Intelligence Society   •   Liberty University Strategic Intelligence Society   •   Liberty University

External USB drives are available for less than $10, 
yet their potential as a vehicle to deliver malware is  
increasing as the seemingly innocuous device can have  
malware code embedded.  Left in the open or mailed 
to a recipient as a gift, as soon as they are plugged into 
a port they can then infect the entire network, which 
up until that point may have been private and secure. 

The Creech AFB case is just one of many 
documented accounts. A 2008 DOD report of a 
U.S. military installation in the Middle East details 
the breaching of the base due to a USB drive and the 
transfer of data to a server under foreign control.173  
One of the greatest issues with the use of devices 
manufactured overseas such as USB drives, or any 
such peripheral, is that the manufacture of computer 
chips and hardware for Western companies and 
governments could come from the factory loaded 
with malware, and that most USB drives are already 
infected before they leave the factory.174 The Pentagon 
has recently banned the use of USB drives due to the 
unknown nature of foreign factories and the countries 
in which they are located.175

netWork intruSionS anD anti-viruS

The extent to which foreign nations use the 
interconnected nature of computers to steal technology 
has forced companies and governments to maintain 
stringent operational standards in order to sustain 
the privacy and security of their networks.  Examples 
of this include the Stuxnet and Shadyrat viruses; 
two documented cases of intrusions into networks 
too complex to have been perpetrated by criminal 
organizations and appear to have links to intelligence 
organizations.176 Incidents such as Operation Shady 
Rat and the use of remote access tools to commandeer 
computers of particular Asian countries were said to  
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have lasted longer than two years.177

For data protection managers, the most chilling 
element in malware and cyber attacks is the complicity  
of some anti-virus manufacturers.  A conflict of interest 
arises where there have been links forged between 
anti-virus companies and foreign intelligence services. 
Huawei, the aforementioned telecommunications 
company which attempted to purchase the U.S.-
based 3Com, has established a joint venture with 
the U.S. anti-virus manufacturer Symantec. The 
partnership has obvious conflicts of interest as 
much of the malware and bots in distribution have 
some connection with advancing China’s needs in 
technology and intelligence gathering.178 

teLecommunicationS Breach

Another espionage method has been the subversion 
of telecommunications networks, both domestically 
and in foreign countries. Most reported cases of 
incursions are through IP rerouting, fraudulent secure 
socket layers (SSLs), and physical phone tampering.  
Reuters reported that in 2010, Internet traffic was 
rerouted through a foreign server controlled by a 
state-owned enterprise (SOE).179 The hijacked IP 
belonged to the U.S. government and military sites 
including the DOD, the armed forces, and a few 
select commercial websites.180 Intelligence services 
also note that digital certificates (falsely) confirming 
the legitimacy of websites and fraudulently-issued 
SSLs have been issued in order to allow foreign 
countries to send and receive transmissions to lure 
unsuspecting individuals to compromise passwords 
or disclose confidential trade secrets.181 

 Foreign countries are also utilizing travel and 
business to compromise international trade secrets. 
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179 Wolf, Jim. “Pentagon Says “Aware” of China Internet Rerouting.” 
Reuters. 19 November 2010. http://www.reuters.com/article/2010/11/19/
us-cyber-china-pentagon-idUSTRE6AI4HJ20101119, (accessed 03 April 
2012). 

180 Ibid.

181 Keizer, Gregg. “Hackers Steal SSL Certificates for CIA, MI6, Mossad.” 
Computer World. 4 September 2011. http://www.computerworld.com/s/
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making himself chairman and granting Sinovel a 20 
percent stake.164 After opening up a second Sinovel 
turbine, AMSC investigators noted that an AMSC 
power converter had been swapped for a Guotong-
manufactured duplicate.165

Although most countries that seek American IP and 
technology have dedicated HUMINT organizations, 
China is the exception. Nearly 70 percent of Chinese 
intelligence operations are not directly conducted 
by Chinese intelligence services such as the MSS, 
MPS, or MID.166 Most open source intelligence is 
gathered by a wide array of civil Chinese institutions 
that are only marginally distanced from the PLA. An 
example of a civilian agency performing espionage for 
China’s S&T is the State Administration for Science, 
Technology and Industry for National Defense 
(SASTIND). Although administrated separately from 
the PLA, it indirectly makes recommendations to the 
Central Military Commission (CMC) for research 
and planning in technological military development, 
functionally akin to DARPA in the United States.167 

tranSition to eLint

The necessity of gathering intelligence from 
multiple sources and implement the acquired 
knowledge is a race amongst nations. Mikhail 
Fradkov, a former Deputy Minister for Foreign 
Economic Relations and the current director of 
Russian foreign intelligence, explains that intelligence 
“aims at supporting the process of modernization of 
our country and creating the optimal conditions for 
the development of its science and technology.”168

maLWare

The multitude of channels used by foreign nations 
to conduct espionage on the United States, legal or 
otherwise, shows the dedication and priority placed  
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on acquiring American ideas.  Though HUMINT 
sources and shell corporations have historically 
been prominent tools, the emergence of computer  
networking and the vast globalization of business 
have made the U.S. even more susceptible to threats 
from multiple sources. The vast wasteland of the 
Internet, devoid of market forces or global policing 
to control it, has proven to be a complicated border 
to seal, and the extent of damage done to America’s 
progress is difficult to calculate. Some cases exist where 
HUMINT sources leak technology intentionally and 
electronically such as the theft of B-1B technology 
at Rockwell which was sold to the Chinese aviation 
industry by a Chinese engineer.169  

Yet, most of the espionage of the 21st century will 
be through electronic and cyber means.  Cyber-attacks 
can come through multiple avenues, as many of the 
most recent and blatant incursions have revealed. 
These penetrations are miniscule in perspective 
to the quantity of successful incursions. Recently 
reported events in the media, such as the keylogging 
of Unmanned Aerial Vehicles (UAVs) and Unmanned 
Combat Aerial Vehicles (UCAVs) flown from Creech 
Air Force Base in Nevada, may not directly be the 
theft of technology or ideas, yet they show the modus 
operandi (MO) and operational procedures of U.S. 
proprietary technology.170  Vulnerabilities are noted as 
in the case of Iraqi insurgents gaining multiple days 
of footage of UAVs and UCAVs operating in Iraq. 
Foreign entities can take advantage of the unencrypted 
streaming video and design systems to operate in the 
same manner as the United States unmanned vehicle 
program.171 

uSB peripheraLS

The keylogging program embedded and running 
in the background of Creech AFB’s private and secure 
network was perpetrated with one of the cheapest 
and most commonly used computer peripheral.172   
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encompass a broad, overreaching category such 
as terrorists, hackers, militias, and websites like 
WikiLeaks. Yet they all share a broad advantage over 
the rest of their counterparts: the United States has 
publicly declared that cyber attacks and espionage  
from foreign nations may be considered a declaration 
of war; yet, the quasi-state actor is difficult to declare 
war upon due to the difficulty of tracing origins in 
addition to their use of proxy servers.  Furthermore, 
the deterrence strategy of “mutually assured 
destruction” prevalent during the Cold War appears 
to be ineffective against quasi-state actors who have 
no concrete, physical location or allegiance to any 
particular nationality. For quasi-state actors with 
legitimate ties to a nationality or corporation, the 
advantage would appear to be the plausible deniability 
of their actions. 

eSpionage economicS anD Democracy

The globalization of markets and cultures has 
provided the corporate world with unparalleled 
access to customers and sources of manufacture. Yet, 
the diffusion of intellectual property in both civilian 
and military spheres has given rise to foreign nations 
acquiring technology that is crucial to American 
culture and values.  The development of these ideas is 
to be accessible only in free and democratic societies 
wherein people are challenged to think outside the 
box and are rewarded for their creativity in doing so. 
The steps to grow democracy and the free markets to 
exploit the ingenuity are being skipped ahead of by 
nation-states that lack the means to develop their own 
creative potential. Rather than allowing the shifting of 
power to citizens or giving them the ability to operate 
in a heterogeneous society, nations are gaining the 
after-effects without putting in the necessary time to 
see those developments happen locally and naturally.

For those nations stealing ideas, the long-term 
issue becomes that the emphasis is placed on reverse-
engineering and deconstruction of foreign ideas, be 
it a physical product or a process, while it would be 
better to invest their efforts in developing their own 
ideas. Otherwise, host nations of technologies will  
 
 

unveil newer technology before the reverse engineer 
is complete.  According to Willy Shih, a professor 
at Harvard Business School, countries employing 
espionage will need to develop their own research  
and development process and mindset to succeed  
their skills of copying others.187 He continued, noting 
that  “many countries go through an imitation phase, 
but the real challenge is moving to an innovation 
phase.”188 China and other countries are introducing 
programs aimed at developing key deficiencies in 
market or military competitiveness. Programs such as 
the National High Technology Program (P863) target 
key deficiencies in sectors crucial to China’s long-
term competitiveness and national security. Those 
goals sometimes include the clandestine acquisition 
of American technologies.189

concLuSion

The concept of military size as the principle 
means of power has been drastically altered in the 
21st century.  American assets for espionage are ever 
increasing, as are the adversaries attempting to steal 
them.  Drastic reforms to electronic data transmission 
will become battlegrounds for contentious debate in 
the House and Senate.  For America to continue to 
assert its global power militarily and economically, 
the corporate, civil, and military worlds will have 
to cooperatively protect America’s largest assets: its 
human capital and ingenuity.  By securing these, the 
United States can remain a stronghold for valuable 
ideas and innovation of new ways to improve the 
world as a whole, and the lives of those who live on it.  

187 Riley, Michael A. and Ashlee Vance, “China Corporate Espionage Boom 
Knocks Wind Out of U.S. Companies.”

188 Ibid.

189 “Annual Report to Congress on Foreign Spies Stealing US Economic 
Secrets in Cyberspace.” ONCIX. 2011.

There are reported cases of China’s Public Security 
Bureau (PSB, the Chinese equivalent of the FBI) 
going to Western hotel chains in China during the 
2008 Olympics, with assertions that they had to 
install “special internet monitoring devices” that  
would give the PSB unprecedented access to foreign 
communications, and potentially even foreign  
trade secrets.182 

The threat to American innovation is a direct 
challenge to American prosperity according to 
Jeffrey Goldberg of Bloomberg News; advanced 
American technological innovations are “the 
physical manifestation of American ingenuity and 
confidence.”183 The perpetrators of the theft that 
affects American prosperity are wide ranging, but 
most actors fall into three categories: state actors, 
non-state actors, and quasi-state actors.

State actorS

State actors such as state intelligence agencies have 
historically been the largest parties concerned with 
the theft of military technology, yet the dependence 
on economic strength and the hoarding of raw 
materials have become a larger priority of national 
security. Countries have employed Competitive 
Intelligence Solution (CIS) to obtain open source 
information in addition to utilizing spy agencies to 
gather intelligence. Yet, the foreign policy nightmare 
of getting caught operating in a foreign area has 
forced some intelligence services to utilize the other 
two actors to maintain plausible deniability. 

non-State actorS

Due to the globalization of markets and the spread 
of corporatism, corporations have more commonly 
been utilizing spy agency and espionage tactics 
to gain a market advantage or as part of a broader 
national security initiative.  Companies such as the 
infamous 88 Queensway Group have holdings vital  
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to strategic Chinese interests in a variety of countries, 
including:184

 
						•	Angola	 	 •	Argentina

•	Bermuda		 •	Congo
•	Cote	d’Ivoire	 •	Indonesia
•	Israel	 	 •	Mozambique
•	Nigeria	 	 •	North	Korea
•	Portugal	 	 •	Russia
•	Singapore		 •	Tanzania
•	United	States	 •	Venezuela

88 Queensway Group appears to have connections 
with Chinese State Security; however, many 
corporations acquire foreign technology through 
illegitimate means with no national security initiative 
and are focused solely on industrial espionage.185 
Preferred companies to be targeted are often well-
regarded global producers such as: Ford, Valspar, 
Rockwell, GM, Boeing, BAE Systems, DuPont, 
Dow Chemical, Google, Apple, Lockheed Martin, 
Microsoft, and most recently, Renault.

QuaSi-State actorS

The final actors involved in intellectual property 
theft are the individuals and small organizations 
which exploit industrial espionage for personal 
gain and concealed motives.  While nations and 
companies often have similar end goals, they usually 
have different methods of attaining said objectives; 
quasi-state actors have veiled intentions and their 
purposes appear concealed. Incidents such as the 
malware embedded at Creech AFB’s private servers 
may be viewed as part of a nationalist agenda, yet 
when footage of operational procedures of UAVs and 
UCAVs appear on insurgents’ computers in Iraq, they 
seem to have less of a strategic and more of a tactical 
purpose.186 

The “quasi-state actor” branding tends to  
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 The Strategic Intelligence Society is a campus club at Liberty University in Lynchburg, 
Virginia. The purpose of the Strategic Intelligence Society is to prepare undergraduate students 
for employment within the Intelligence Community by encouraging critical thinking that 
leads to the analysis of current events: specifically, the ability to discern intelligence from 
information within the fields of politics, technology, transnational issues, economics, 
and military policy. This is accomplished by providing the students with a multitude of 
opportunities, which include interactive sessions with guest speakers from various fields 
within government, the intelligence community, and law enforcement, a variety of 
intelligence-related extra-curricular opportunities, and various analytical publications. The 
Strategic Informer is the publication of the Strategic Intelligence Society, featuring articles 
from distinguished faculty members within the Helms School of Government at Liberty 
University as well as selected articles from top student contributors concentrating on current 
affairs pertaining to intelligence, law enforcement, and national security. 
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